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Abstract

Web Cache Services are essential for the survival and success of the Internet. Service
providers must possess means of offering this service on a charged basis, as these services
are beneficial both to them and their customers. The nature of Web cache traffic implies that
to be fair and effective, charging should be based upon higher-level accounting facilities,
rather than ssimple network layer byte counters. We propose a charging scheme that splits
the cost of each cached object unequally among the users that requested it, according to
measured delay or based on simple hit-miss information. In this way, users are given
incentive to always use the cache, bringing new information and requesting already fetched
objects from the cache, and cache service providers are able to at least recover costs or even
make profit.

1. Introduction

The Web has been the driving force of Internet evolution since its introduction in 1992 [1]. Its
multimedia capabiliti es as well as the semantic power of hyper-links has redized a unique global
distributed information system. Network service providers and content service providers are now in a
continuous raceof upgrading trunks and installi ng powerful servers to keep up with the users' demand
in bandwidth and computational power of information servers. For the Web not to become the victim of
it's own successengineas on redized the neal for effedive replicaion, distribution and cading of
information in order to relieve links and servers from congestion. Caching proxies [2] are intermediate
components that extend the traditional client-server model in order to take advantage of both temporal
and spatial locdity observed in Web accesses with lots of improvements been added to provide
efficient cacding. With the mntinuing commercializaion of the Internet, the introduction of usage-
based pricing and the ongoing reseach in Internet economics [3], some issues are raised regarding Web
cade services. Due to the ladk of adequate schemes to charge for cade services, many providers
which could offer cacing as a complementary service to network connedivity, do not offer or are
reluctant to the idea of offering such services, assuming that corporate users will manage to install
cades for themselves. Furthermore, they do not possess means of effedively measuring resource
consumption through their cades. Knowing that Web traffic dominates in traffic statistics, this issue
beoomes extremely criticd. As discussed in [8], charging can affed patterns of use axd hence at as a
wegoon in demand management. If a serviceis perceived to be freg there ae no constraints on its use.
If the same service is offered through two dfferent mechanisms, with more or less different
performance daraderistics, charging can affed the users' strategy. Charging can encourage users to
adopt patterns of use which incresse socia welfare. On the other hand, there is certainly the need to
adhieve redistribution of funds saved through cading. Generaly, it seams fair that charges sould
reflect costs, a property which should hold for a fair charging scheme.

2. Towards a charging scheme for Web cache services

Service level pricing is required in cases where services have semantics that cannot be left out of a
pricing scheme and that cannot be catured by network level acounting mechanisms. In [4] for
example, a pricing policy for scdeale VoD applicaions is described which uilizes srvice level
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information to charge usersin away that affeds user's choices and increases ocia welfare. Web cades
are another case, where hits and misses have different semantics which cannot be left out of a fair
pricing scheme, and which cannot be eaily identified by TCP and IP level acomunting schemes. A
theoreticd explanation that is closely related to this isaue is discussed in [6], where information
provisioning infrastructures are charaderized based on applicaion and content awareness Where 1P
level conredivity is offered, the achitedure of the Internet is regarded as applicaion-blind, as
applications are not visible to the network service providers. In the cae where network service
providers offer higher, application/middleware-level services, such as cading, the service achitedure
becomes application-aware.

From the users point of view, the catie does not always improve the perceved service quality. For
some, the cade offers an increased response time in terms of page retrieval delay, in contrast to the
delay of retrieving objeds through patentially congested wide-arealinks. A large portion of the users,
access the network through low-speed dal-up connedions. For those, the bottlenedk is the dial-up
connection, in which case, the cache doesn't offer any improvement to service quality.

So, to make cadtes attradive to users, one can offer discounts for connedions to the cate. However, a
flat discount pdlicy raises me objedions. It does not refled adtual resource mnsumption, as diff erent
documents are more frequently accessed than others. Different users behave in different ways. The
cade does not posessmethods of controlli ngit's budget and thereis a cetain risk of building alossy
cache business.

While the @ove objedions could be overseen in a monopdistic environment, in a cmpetitive market,
users would surely be interested in being charged in a fair manner. Furthermore, in the cae where
operators wish to measure intra-organizational resource @mnsumption, rather than charging red money,
this sheme is problematic. Therefore, one has to take alvantage of acmunting information generated
by the cade medchanism to read a reasonable pricing scheme. Publicly avail able software for runring
cade servers provide detailed acounting records per request, including time-stamps, requesting tost,
objed location and byte murt. This can be used to effedively charge for Web cace servicesin a per-
objeda fashion. In this document, we present properties, redization and effeds of such an algorithm, and
discuss directions for further work.

2.1 Thelnformation Mar ket

Traditionally, there ae three stakeholders

involved in the Information Market: The End

User, the Network Service Provider and the

Content Providers Content Provider. We ald another role to the

Better Service Rate, Cheaper Service market: the Cadhe Service Provider. This is

similar to the magazne and newspaper

distribution system: if someone wants to buy

a magazne he does not order it from the

company that producesit, he ca buy it from

his locd newsdand instead. The cate plays

the role of the newsdand, which manages to

Network Service PIOVACTS have popular magaznes in-store for the

mutual benefit of all involved parties. One

major difference in favor of eledronic

publishing is that the newsdand is able to

Figure 1. Theimpact of caching reproduce and resell by itself and dces not

have to order multiple copies of an object.

A pricing scheme for Web cade traffic should be @le to identify individual users as well as

institutions. In this way it should work well for both regional cades that want to recover costs from

customers that are institutions and for campus-wide cates where network managers are interested in

having a view of contribution of users to resource @nsumption. The cate should offer better

price/performanceto the End User to be competitive. For eat stakeholder, the dharging scheme should
have the following effect:

e The Network Service Provider is happy if it’s networks are less congested and thus deliver better
quality to the end users.

» The Cade Service Provider should possess a profitable business if this srvice is offered on a

commercial basis. If cade services are offered by the Network Service Provider, revenues are dfeded

Cache Services End Users

Low Latency, Cheaper Service



in two ways: dired profit from the cade and indired as described above. Additionally, except of cost-
sharing , Cache Service Providers should also recover operational and maintenance costs.

e The Content Providers enjoy lessloaded servers that can thus satisfy more requests and with better
quality.

» The End Users, under conditions, enjoy better service quality in terms of delay, chegper service or
both, which generally means that the price/performanceratio is certainly improved. The End Users are
happy if the cache offers them reduced delay and also saves them money.

In this document we regard the problem only at the user/cade interface leasing the other isaues to be
further discussed.

2.2 Cache Dynamics

Some interesting remarks can be drawn from analyzing cace accss patterns. There has been a lot of
work in the aeaof Web accessanalysis, espedally whil e seeking strategies and algorithms for effedive
prefetching. In [7], a user’sinter-request time, which corresponds to the user’s thinking time is modeled
as a Pareto distribution and self-similarity in web access patterns is being discussd. An interesting
observation is that different caegories of users can be identified based on their behavior. Users
exploring the cyberspace sometimes cdled “net-surfers’ behave differently than users that explore
what a document can offer to them, sometimes cdled “conservative”. According to a survey [9], the
Web is mainly used for browsing (79.0%) followed by entertainment (63.6%) and work (51.8%). We
exped ead of these cadegories to have different request charaderistics, mainly in terms of distribution
of object popularity.

We have studied cate accsspatterns at our locd Web cade, which serves the ICS-FORTH campus,
for aperiod d afew days. Objeds are grouped into classes, acording to how many times an objed was
requested, in other words, the

popularity  of objeds  This Class | Objects | Traffic Class | Objects | Traffic
information gives a more detailed 1] 10994| 132733474 13 17| 494429
insight into access patterns and is 2 1949 30756174 14 17| 1028034
the basic input to our pricing model. 3 629| 21457050 20 5| 1487540
The dassfication of objeds gives a 4 304 | 17843096 21 12| 1031751
simple cade hit/miss cdculation. 6 137| 4587660 29 5| 1386026
We see that objeds per class are 7 85 1921262 42 2| 1392300
reduced very fast as the dass 8 59 2329088 78 2| 2894502
number increases. Class 1 ohjeds 9 49 931410 79 2| 1157429
are the well-known cace misses 10 58| 1112870| 130 1| 259090
that bring a document to the cade 11 24 674652 523 2| 1368168
but which are not re-referenced in 12 19 548184

the future. A further analysis of Table 1.

cade accss patterns dows that
users exhibit different classdistributions of objeds requested, which agrees with the @ove mentioned
diversity in the user population’s expectations from Web services.

2.3. Dealing with cache-meshes

The problem of sharing the st of an objed in a mesh of cades is smilar to the problem of cost-
sharing in multicast trees. The differencelies in the way and time information is distributed to users. In
multicast transmisson, all users participate in the sesson simultaneously, which has the alvantage of
knowing the exad number of users that have to share the st of the multicast tree In a cade mesh, a
tree &ist for ead objed. We regard the roat of that treeto be the cate server that “hits’, the tree
being populated by cades that were involved in accesses for the objed and the users being the leaves.
An analysis of cost-sharing of multicast trees is provided in [9], which discusses svera aspeds of the
problem in depth. In this work, we will only ded with a singe cate. Isaes of charging in cate-
meshes will be discussed in a forthcoming paper.



2.4. Desired Propertiesfor a Charging Algorithm

Considering the results of the analysis of cade acces patterns, and the stakeholders' interests gated
above, we can specify properties that a charging scheme should meet:

® The cade should be &leto charge the user, as 0n as possble; idedly, after arequest is srviced.
This, while being reasonable, is not an easy task: the cade does not know and cannot easily predict the
cost of fetching the objea from the remote server and also dces not know the dassit belongs to.
Alternatively, the dharge can be cdculated at the end of the objed’s life-cycle, that is , the time &
which the objed is removed or updated. The last option is to perform on-line cdculation of an upper
bound on the tharge that could be sent to the user at the time of the request. A pricing scheme should
ensure that upper bound in all cases.

® For an objed in class1, the price should be lessthan or equal to the price the cae had to pay to
fetch it from the remote server. This is to motivate the users, by trying to set the price & low as
posgble. If the priceis equal, there is no incentive but also no reason to use or not to use the cade.
Naturaly, if the priceis higher, users would not be interested in using the cade. According to this, the
cache may have to take a risk by setting a lower price, hoping to recover the cost from future accesses.

® |f the dgorithm cdculates charges at the end of an objed’s life-cycle, cost recovery can be
achieved from other objeds, possbly from objeds belonging to clases other than the first, the
algorithm having to keep state on overall and relative benefit/loss The price of objeds belonging to
these other classes, should be set in the same manner, respecting the offered service quality.

® Users accessng objeds that belong to classN, N>1 may enjoy a better service quality in terms of
objed retrieval delay, as they recave the document from the cade. This could imply that the tariff for
them should be greaer than that for the first user accessng that objed, who suffers the relatively lower
service quality.

® Usersthat are serviced through cade hits, could be set a higher tariff than the price of fetching the
document from the server. Whil e this semsfair, one canot know if the user cares about service quality
and whether heit isin hisinterest or in his cgpabiliti es to pay more to get an objed faster. Thus, our
palicy must be dea in this case: the st of fetching an objed from the cade is lower or equal to the
cost of fetching the object from the remote server, regardless of object class and time of access.

3. Proposed Charging Algorithm

Let Cé be the st for cadie Sto fetch objed j from the remote server. The dcharge for user 1 is CIj and

1<i< Nj , Where Nj is the number of users that requested oljed j. The sum of charges for objed j
=N . c

is a; = ZC'J . Generally, C/ =N—SW, which refleds the general idea that the st should be
i=1 j

shared by the N | users accessng the objed. In the foll owing paragraphs we will describe axd compare
strategies for selecting paramewsf, their properties and impact on the cache economy.

3.1 Simple Cost-Recovery Scheme with Miss Incentive

We want to provide areward to the user’s that cause cate misses and bring rew objeds to the cade.
Thefirst user to fetch the document, causing a cade miss will be darged C'A. The remaining Nj -1

users that enjoy a cache hit will be chargé\'d. The sum of the charges is:
a; =c, +(N; -Dc, (3.1)
The first user is charged:
- Cs
Cp = WWJ- (3.2)

J



where 0< WJ- <1 determines the level of discourt to the user that caused the miss The discount to

users that suffered a missis justified for non-class1 oljeds, due to the relatively higher delay thus
lower service quality, which the remaining requesting users do not experience. The remaining wsers are
charged:

.ocl o
Ca =W, 3.3
Let us sewhat happens if we want to have zeo-profit by the cade. From (3.1), we seethat for thisto
happen, &; = C{ must hold. So we have:
- cl . .
J T — — —-—
C= N (W, +(Nj 1)wj) wherew, +(Nj 1)wj =N, (3.4)
i
This means that, while for objeds of class2 and higher, the cade is able to recover costs, by solving
(3.4) for W} ,if Nj =1 then w; = 1 and there is no discourt for class1 oljeds. This sams natural,

and through simulations, has been proven to be necessary for effedive budget control. For example, we
have identified people that use the cade for retrieving information that is destined to them only, which
means that there is by definition no chance of sharing this information with other people. In this case,
there is no meaning in providing a discount to them. While thisis the extreme cae, in the average cae
where auser has a cetain objed/classdistribution, the user will experience adiscount from non-class1
objects, which means that the above scheme is incentive compatible.

3.2 Cost-Recovery and fixed reward with Miss I ncentive

Generalizing, our scheme would benefit from usersin al classes except the first one. To formulate this
property, we define:

— j 1\ —
a; = g;cs where w; +(Nj 1)wj =g;N,; (3.5)
The cate should seled appropriate values for W; and WJ depending on it's padlicy. As in the
previous heme, if N ;=1 and w; <1 then g; <1 and the catie experiences loss The cabe ca

make up the lossand further make profit by seleding appropriate values for W} . According to this, to

make a benefit of’j , the cache should set:

R

= (3.6)

We seethat by seleding appropriate val u%for I the cate can have full control over it’s budget. For

example, if a cabe avertises discount prices of 20 % (that is, W, =0.8) , and wants to recover twice

the st (rj =Cé), an objed with a st of 100 cents which was accessed 4 times will have the

following charge on the users: the first user pays 20 cents and the remaining three 60 cents. The cate
will get 200 cents from the users and pay 100 to the network provider, making the benefit 100 cents. If
the same objed were only accessed once, the user would be charged 80cents and the cadie would have
to recover from other objects.

This sheme overcomes the previous sheme's problem of experiencing loss because of discount to
class1 ohjeds. The cabe is able to cover the lossand further benefit, by adding a small and also fair
amount to objects of other classes.



3.3 Adding proportional reward

Up to now, we have examined how quality parameters can be incorporated into the charging scheme
and how the cate can recover and further make profit from the cade business The quality parameters
can be cdculated based on acounting information that is available. However, we will simplify the
model by viewing two service caegories (hits and misses) and relaxing the requirement for quality-
propartional charging. Currently, it is more important to us to ensure that the cade can recover
operational costs including the network cost of servicing cade hits and efficiently control it’s reward.

We identify two cases. if an objed is accessed only once then W, is defined as above. If an objed is

accessed more than once, then we define (t‘lyith)):

W, =w, +(N; 1) p; andW, =w, +(N; =) p, (3.7),(3.8)
Now, (3.1) and (3.2) are changed to:
_ j el
Ch =%V\/j and cl= N—S_Wj (3.9), (3.10)

i i
Note that for large N's, the charge gproadhes the mst of servicing the request. This observation
deserves a second thought: very popular objeds, or even staticdly caded or mirrored oljeds, can be
the source of benefit for the cade provider, as the portion of the dharge that refleds the sharing of the
cost of fetching the objed from the remote server is nea zero, and the user pay only the amount the
cache wants for servicing the request.

3.4 Charging for service quality

A third, dightly complicaed variation of the charging scheme involves pure delay-based charging. The
current version of “squid” keeps track of the time between the request and the delivery of the requested
objed to the dient. This means that accounting information is available to allow for delay-based
charging. Each user pays a fradion of the st that depends on the quality (in terms of delay) that he

enjoys. In this case, we define a quality indicanérfor each object and requesting user, and:
¢l =4——cl (3.11)

1=1
We made two simplifying assumptions here: quality-of-service is regarded as linea to delay and the
user's willingress to pay is also regarded as being linea to the receved quality-of-service These
assumptions certainly don’'t apply aways. A hybrid scheme, which considers delay but in a more
constrained way in terms of lower and upper bound on charge, could be of help in this caself we want to

charge on a quality-of-service basis, we define 0< q, <1 to be the relative QoS. We define

w; =h + (1— b[)qj where b, istherisk fador, which depends on the cade’s budget and pdicy. It is
clear again that if N, =1, <1,q; <1 thenin (3.5) g; <1 and the cate eperiences loss but

medanisms to at least recover the losshave been described above. A more in-depth analysis of delay-
based charging will be provided in a forthcoming paper.

4. Implementation and Experiments

There ae someisales regarding the implementation and pradicd use of our propased charging scheme.
State of the at Web Cade software comes with integrated acounting functionality. Accounting
records include date/time, requested URL and file size Given a network charging scheme, one can
cdculate the st as a function of the @ove acounting information. Otherwise, we have to add
charging information to the records held by the cade. There is also the need for mapping the recorded
requesting tost to a dargeable entity (user, department, ingtitution etc). Static mapping can be
implemented through configuration file while dynamic mapping can be implemented by means of a



registration/de-registration procedure similar to the login/logout procedure for using a workstation. Java
applets can be employed to monitor the current budget for both users and the cache manager and to
implement the registration/de-registration procedure. The charging algorithm can be implemented either
as part of the cache server or as an independent tool that parses accounting files. The system can be
integrated with billing architectures, such as the one described in [4], to combine cache bills with
network service hills.

We have currently implemented the simple charging scheme with proportional benefit and miss
incentive as an independent tool that parses cache log files and calculates charges on a per-host basis.
We have used the implemented algorithm to calculate the charges of the cache accesses shown in
section 2. The results, for a variety of parameters, are shown in table 3, while some basic characteristics

of the workload (hit/miss objects and hit/miss bytes) are shown in table 2.

Hits 14318 | Misses 14661
Bytes| 79590256| Bytes | 163243784
Table 2. Workload Statistics

Hit W, Miss W, pj MissLoss | Hitreward | Benefit

0.7 0.75 0.1 66077352 | 16349161 -49728544
0.7 0.8 0.2 52864302 | 32717405 -20146897
0.7 0.85 0.2 39652236 “ -6934831
0.7 0.85 0.3 B 49085529 9432820
0.7 0.9 0.1 26437854 | 16349161 -10088693
0.7 0.9 0.2 “ 32717405 6279551
0.7 0.9 0.3 ¢ 49085529 22647675
0.7 0.95 0.1 13224768 | 16349161 3124040
0.7 0.95 0.2 ¢ 32717405 19492637
0.7 0.95 0.3 “ 49085529 35860761
0.7 1.0 0.1 0 16349161 16349161
0.7 1.0 0.2 “ 32717405 32717405

Table 3. Experiment Results

5. Summary

Charging caches will motivate usersto use them and providers/network managers to offer them either as
complementary service to network connectivity or as an independent service that can be proved highly
profitable. From the economic perspective, we see that we can save network cost by installing caches
and we can distribute these savings among all stakeholders of the Information Market. We certainly did
not rediscover the benefits of using caches: we just map them directly to economic quantities and
provide clear policies that users as well as people in the networking business can naturally perceive. A
charging scheme, such as the one described in this paper, gives a clear message to corporate users to
use caches, to network managers to install them and to the software engineering and research
community to improve them.

As we have seen, Content Providers also benefit from cache services but do not actively appear in the
proposed scheme. Schemes could be developed that force Content Providers to pay (contract) caches to
hold their information (to automate replication and Web-hosting services). The problem of accounting
for site accesses through special (third party) access counters is still under consideration. Interesting
guestions such as inter-cache charging in a market of (hierarchically structured) cache providers and
competition between caches arise and need further discussion. Also, valuable input could be gained by
formalizing the problem using queuing theory and game theory and by further evaluating work towards
Web traffic modeling.
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