OPTIMIZING THE DELAY ANONYMITY
TRADE-OFFIN DATA NETWORKS
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1. Each source §; transmits packets to
each destination D; according to an in-
dependent Poisson process of rate A;;
through different routes.

> 1 . Eavesdropper (Eve) knows the mixing

1 >< ; >< strategy but does not know realization

of the router’s randomness.
How to allocate the rate between the

PROBLEM

1. In TOR, each source chooses 3 inter-
mediate nodes and transmits packets
through this route.

INTRODUCTION

Mix can provide anonymity by de-
laying, shuffling and reordering the
incoming  packets.(Chaum  Mix(1981)).

. Anonymity is defined as
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ossible routes to get more anonyvmity?
P 5 Yoy where ® denotes Eve’s complete obser-

vation.

MAIN RESULTS

1. In heavy traffic regime, the maximum
anonymity in a multipath multiple
destination mix network is achieved

HEAVY TRAFFIC

Anonymity of any arbitrary network in the heavy traffic rate regime is lower bounded by:
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or any set of allocated rates. SN M gd
e . SCVED DD Bl O
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unique single route for each pair of SLgnG ik ik gk
source and destination such that over- Z <u=1 YM;u g ( W1 o M; G ))
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all anonymity in the network is maxi — Wy, > Wiy, Do why

mized.
Theorem 1 If each mix utilizes an asymptotically optimal mixing strategy, then the maximum
anonymity in a multiple destination mix network is achieved for any set of allocated rates.

DELAY-ANONMITY TRADEOFF
What is the cost of getting higher

LIGHT TRAFFIC

Theorem 2 The solutions A i) which maximizes the total light traffic anonymity of any mix network
k

must necessarily be of the form: anonymity?
o ) A 1. End to end delay is a linear function of
Vi, g3kij s.t. A P = pr A pd) = 0,1 # kij rate allocation parameters.

tJ

2. Our goal is optimizing a weighted re-

Proof hints: ward including both anonymity and

delay.
1. Our goal is optimizing anonymity function under some linear constraints. g
max oA+ (1 —a)D
AbGid) Ap(u,v) A (6.) ( )
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Py 5,3,k U, 3. The result of Theorem 2 is also valid for

delay anonymity tradeotft.

2. All the elements on the diagonal of the Hessian matrix are zero which means all the valid
solutions are saddle points.

3. Considering the boundary, all the feasible solutions will be saddle points.

CONCLUSION

1. In high enough rates, changes in rate
allocation makes negligible difference.
Thus, sources can optimize their multi-
path route selection based on other de-
sired QoS metrics.

NUMERICAL RESULT

Optimal Anonymity Delay Trade—off
Heuristic Strategy
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. Although the optimal rate allocation

for medium traffic rates is theoretically
an open problem, the light tratfic op-
timal scheme performs quite well for
medium traffic rates.

. Our result can be utilized by an ettfi-

cient algorithm to determine the op-
timal single path routes given end-to-
end delay constraints.




