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Abstract— In this paper, we study the denial-of-service (DoS) a primary transmission. In [6], the authors also provide a
attack on secondary users in a cognitive radio network by detailed description of the different sensing mechanidmas t
primary user emulatlolnt(PUEt)t. ME’St SpcjpEriac;_es in the "tﬁrawe enable secondary users to detect the presence of a prineary us
on primary user emulation attacks ISCUSS mechaniss . . . .
to é)eal w%/th the attacks but not ar(1alytica)l models. Simulatbn namely:_ (a) Transmitter detectlor)(b)co-opera_tlve detectllon .
studies and results from test beds have been presented butand(c) interference-based detection. Transmitter detection, in
no analytical model relating the various parameters that cald turn, can be performed using one of three mechanisms namely:
cause a PUE attack has been proposed and studied. We propose(;) matched filter detection(ii) energy detection andiii)
an analytical approach based on Fenton's approximation and .y ciostationary feature detection. A detailed descriptimd

Markov inequality and obtain a lower bound on the probability . . .
of a successful PUEA on a secondary user by a set of co-operai comparative study of the above methods are also provided in

malicious users. We consider a fading wireless environmergnd  [6]. Protocols for sensing primary transmission and evaega
discuss the various parameters that can affect the feasiliiy of the spectrum were discussed by Visotsityal [4] and by Liu
a PUEA. We show that the probability of a successful PUEA and Ding [7].

increases with the distance between the primary transmitteand  Thg gtiquette of spectrum evacuation could however result
secondary users. This is the first analytical treatment to stdy . denial-of . ttack d if th t
the feasibility of a PUEA. in denial-of-service attacks on secondary users if theesys
is not carefully designed. This is explained as follows. Con
Keywords— Cognitive radio networks malicious user, primary usesider a set of secondary users in the system. A subset of
emulation attack users could forge the essential signal characteristicshef t
primary and generate enough power at the good secondary
|. INTRODUCTION user locations to confuse the secondaries into thinkingaha

. . rimary transmission is under way. The secondaries obeyin
Spectrum sharing has always been an important (:1speci.]ﬁo§n y y ying
e

system design in wireless communication systems due to
scarcity of the available resources/spectrum. Cognitadior f
networks [1] enable usage of unused spectrum in a netwoy,
A, by users belonging to another netwol, These users
thereby become “secondary users” to the netwérkThe

users that originally subscribed to the netwdkkare called

“primary users” of networlA. One example of cognitive radio

normal etiquette will vacate the spectrum unnecegsaril

subset of users would then use the evacuated white space
r themselves. The secondary users who transmit to emulate
& primary transmitter are referred to as “malicious uUsers
while the other secondary users who evacuate the spectrum
upon sensing the transmission from the primary transmitter
or the malicious users are termed as “good” secondaryusers

. . Such an attack by malicious users on secondary users isl calle
network is the usage of white spaces (or unused spectrum

n . . .
. . rimary user emulation attack (PUEA). It is noted that such
the television (TV) band. The TV transmitter then become B y ( )

) . . . "M&ftacks could lead to big disadvantages because severdl goo
a primary transmitter and TV receivers are primary recsiver

i ) sers could lose access to the network due to the presence of
Other USErs who are not TV SUbSC”b?rS but wish to use tEefew malicious users. This, in turn, leads to poor usage of
white spaces in the TV band for their own communicatio
become secondary transmitters/receivers. The IEEE 802; g

working group on wireless regional area networks (WRA
[2] provide the physical layer (PHY) and medium acce
control (MAC) specifications for usage of the TV whit
spaces. More details on the IEEE 802.22 can be found in [
[4]. The developments in software defined radio (SDR) [

enables implementation of re.—cpnflgurable MAC for dy_namlgnd malicious transmitters from the secondary user to tletec
spectrum access (DSA). Akyildet al [6] provide a detailed a PUEA. In [9], Chenet al discuss defense against PUEA
survey of the developments in SDR, DSA and cognitiv ’

dio. The etiquette foll di i dios is thae thSy localization of primary transmitters. Directional amb@s
radio. fhe etiquetle followed in cognitive radios 1S were proposed to determine the angle of arrival of the pymar
secondary users evacuate the used spectrum once they detect

IHenceforth, throughout the paper, whenever we mention otsdary
This work was funded by a research grant from NSF Cyber TruahtG users”, we refer to “good secondary users” unless explicitientioned
No. 0627688 otherwise.

ctrum for authorized users and an unfair advantage éor th
icious users.

) PUEA in cognitive radio networks was studied in
S[%],[9],[10]. In [8], Chen and Park propose two mechanisms
detect a PUEA namely the distance ratio test (DRT) and
e distance difference test (DDT), which use the ratio and
e difference, respectively, of the distances of the pryma



signal, and using this, the time of arrival and the receivestcondary users concludes that there exists a white space.
signal strength, the secondary users determine the locatithe reason for such a mechanism is that the measurement
of the primary transmitter. A different kind of threat albeithreshold for typical cognitive radio system is -93 dBm [2].
not directly a PUEA, was discussed by Chenal in [10]. If the measurement is based on a single energy threshold,
The authors consider a system where spectrum sensinghisn even a single malicious user transmitting at suffigfent
done and a hypothesis testing method is used to deteclame power can cause a successful PUEA. In this case also, a
transmission, which in the case of cognitive radio networlset of malicious users can transmit in such a way that the
could be a primary transmission. A Byzantine failure modébtal received power at a good secondary user due to the
due to fraudulent reporting of spectrum sensing was digtlisdransmission by all the malicious users is very close todbat
and a weighted sequential ratio test was proposed to overcamthe transmission from the primary transmitter, thus ltesy
this attack. in a primary user emulation attack (PUEA). A successful
In most approaches, the detection of PUEA depends BWJEA is defined as the event that the absolute difference
the determination of the location of the primary transmijttebetween the received powers from the primary and that from
which, in turn, depends on the direction of signal arrivahll the malicious users is below a specified threshelds is
The dependence on the directionality of the antennas at thfeinterest to determine the probability of a successful RUE
receiver makes the detection process complex because nabstny secondary user. We make the following assumptions for
of the incumbent receivers in wireless and cellular networkur analysis.

use omni directional antennas. « There are\/ malicious users ant¥ good secondary users
We present the first ever analytical treatment of the feasi- in the system.

bility of a PUEA. We derive mathematical expressions for , The primary transmitter is at a minimum distancelof

the probability of a successful PUEA and provide lower  from all the users.

bounds on the probability of a successful attack using Fesito , The primary transmitter transmits at a power
approximation and Markov inequality. We consider a wire- , The malicious users transmit at a powey,. (Typically,
less environment with losses due to attenuation, fading and p << p)).

shadowing. We consider a variation of the energy detection, The positions of the good and malicious users are uni-
mechanism mentioned in [6]. We model the received power at  formly distributed in the circular grid of radiug.

a secondary user as a log-normally distributed randomberia , The co-ordinatésof the primary transmitter are fixed at
and use Fenton’s approximation to determine the mean and the g point(r,, #,) and this position is known to all the users
variance of the received power. We then use the value of the in the grid.

derived mean and variance to determine a lower bound on thg The positions of the good users and the malicious users
probability of a successful PUEA using Markov inequalitye W are statistically independent of each other.

discuss the various parameters that can affect the fesitifil « The RF signals from the primary transmitter and the
a PUEA. We show that the probability of a successful PUEA  malicious users undergo path loss, log-normal shadowing
increases with the distance between the primary transmitte  and Rayleigh fading.

and secondary users. The rest of the paper is organized & The shadowing random variable from the primary trans-

follows. In Section Il, we present the system model. Sedition . h ()2 &)
presents the analytical model for the probability of a sesfi mitter to thes"* secondary user '{Gl) ) = 10707,
PUEA. In Section IV, we present the numerical results and  where¢(” ~ N(0,02).
discussion. Section V presents the conclusion. « The shadowing random variable from t}i§* malicious
user to thei®" secondary user i@Gij)Q = 10%], where
II. SYSTEM MODEL & ~ N(0,02).

The Rayleigh fading random variables from the primary
transmitter and all malicious users to all secondary users
are identically distributed with mea\.

« We consider a free space propagation model for the signal
from the primary transmitter and a two-ray ground model
for the signal from the malicious users thus resulting in
a path loss exponent of 2 for the propagation from the
primary transmitter and a path loss exponent of 4 for the
propagation from the malicious users. This is because, the
primary transmitter is so far away from the secondary and
malicious users that the signal due to multi-path can be
neglected. However, the distances from malicious users
are not large enough to ignore the effects of multi-path.
« For any secondary user fixed at co-ordinated), no

Consider a system as shown in Fig. 1. All secondary and
malicious users are distributed in a circular grid of radius
R. A primary transmitter is present at a distance of at least
D, from all the users. The energy detection method for
spectrum sensing by secondary users in as follows [6]. Each
secondary user measures the energy of the received sighal an
compares the measured energy with a pre-set threshold,
the measured energy is greater thanthen the secondary
user concludes that a primary transmission is present, Else
the secondary user concludes that the spectrum is free for
usage. We consider a variation of this method for spectrum
sensing, where each secondary user measures the received
power and compares them with two thresholgsand ¢j,.
If the measured signal power lies betwegnand ¢, then
the secondary user concludes that a primary transmission isroughout this paper, whenever we mention “co-ordinates’ mean
present and refrains from using the spectrum. Otherwige, tholar co-ordinates” unless explicitly mentioned othesei



malicious users are present within a circle of radiys the malicious usersi%,(p) (¢) and each term in the summation of
centered an(rf). If this restriction is not posted, thenthe right hand side in Egn. (2) are log-normally distributead-

the power received due to transmission from any subsim variablest"”(z‘) can be approximated as a log-normally
of malicious users present within this grid will be muchlistributed random variable whose mean and variance can be
larger than that due to a transmission from a primambtained by using Fenton’s method [11]. A detailed desicnipt
transmitter thus resulting in a failed PUEA all the timeof Fenton’s method is provided in Appendix .

On the other hand, if the malicious users deploy power | ot Pdiff(4) 4 Pﬁ”)(z‘) _ Pr(m)(i). The random variable
control, then the malicious user present in this grid capdiff (;) is modeled as a log-normally distributed random
modify its transmit power in such a way so that the PUEA Wl

i diff (i) — ) d(s\
is successful all the time. The distang is called the Vaf1able of the formP7i(i) = 107w, wherew™(i) ~
“exclusive distance from the secondary user”. N (pa(i), 03(i)). Fenton’s method needs to be applied again
to obtain the values ofi;(i) and o3(i). Conditioned on the

’ , Rayleigh fading random variables from the primary and al th
@ ° .‘ malicious users to the secondary useand the positions of
e ) the secondary user and all the malicious users, the prdtyabil

" e e o " /\_/ of a successful PUEA)py 4, Can be obtained as

; ° ° i

' L - ° . €4B + ) €dB — )

DI R prusa =1 Q (D) ()

R ’ ° ° i ‘o Primary Transmitter gd (Z) gd (Z)
e * e ® o oo
le ° o . wheree s is the threshold expresseinn decibels (i. @45 =
e e 10logig€) and Q(z) = = [“ e~ 7 dy. The probability

of a successful PUEAppy 4 defined in Eqn. (4) can be
Fig. 1. A typical cognitive radio network in a circular griditv secondary obtained by averagingpyga in Eqn. (5) over the positions
and malicious users. of the secondary and malicious users and the Rayleigh fading
from the primary and all the malicious users to the secondary
user. ForM malicious users, this results W/ integrations
corresponding to the positions of the malicious users ésinc
The received power at th¢" secondary user from theeach position has two co-ordinates), two integrationsesorr

I1l. ANALYTICAL MODEL

primary transmitterP” (i), is given by sponding to the position of the secondary ugérintegrations
o A\ 2 )2 )2 corresponding to the Rayleigh fading from all the malicious
PI(i) = P, (dé)) (Gé)) (Ré)) ’ (1) users to the secondary user and one integration corresgpndi

(i) . ) ) ) to the Rayleigh fading from the primary transmitter to the
whered,”’ is the dlstarjce2 from the primary transmitter to thEecondary user. Thus, a total &fM + 1) integrations needs

it" secondary useQGﬁf)) is the log-normal shadowing fromto be performed forM malicious users. Therefore, exact
the primary transmitter to th&” secondary user anBZ(f) is evaluation of the probability in Eqn._(4) is very complex.
the Rayleigh fading from the primary transmitter to e Hence, we use the Markov inequality [12] to bound the

secondary user. The received power atiesecondary user Probability.

due to the transmission from all the malicious us@&” (;), _ consider a random variabl§ such thatPr{X < 0} = 0.
For anya > 0, the Markov inequality is [12]

is given by
M E[X]
P (i) = 3 Pudiy* (Giy)? (R, 2) PriX>af <= ©)
j=1

Using this, the probabilitypyg 4 in EQn. (4) can be bounded
whered;; is the distance from thg" malicious user to the a5

it" secondary usel(,G,L-j)2 is the log-normal shadowing from

the ;" malicious user to theé'" secondary user an®;; is ‘E [P,,(p)(i)} -F [P,,(m) (z’)”
the Rayleigh fading from thg®* malicious user to the®" prUEA > 1 — . (7)
secondary user. A PUEA on thi# secondary user is deemed
successful if for a specified thresholg, To evaluate the expectations in the above, we adopt an
approach based on Fenton’s approximation. This is destribe
‘pr)(i) —me)(i)‘ <e. (3) in detail as follows. As mentioned earlier, conditioned on

the position of the secondary user, the received power at
a secondary user due to the primary transmission is a log-
normally distributed random variable. The meEr{Pr(”) (i)}
ppUEA = Pr {‘P,,(p) (i) — p™ (i)‘ < e} . (4) is then given by

The probability of a successful PUEA on ti#¢ secondary
user is given by

Conditioned on the positions of the secondary and malicious

—2
®) ()] = $a’o; (4)
users and the Rayleigh fading terms from the primary and all E [P"‘ (Z)} = hile E [(dp ) } ' (8)



wherea = '”1010. The distanceiff) is given by 2) We approximate the received power at a secondary user

_ from each of the malicious users to be independent
) = \/rf +72 — 217, cos(0; — 6,), ) and identically distributed. This is valid due to the

symmetry of the system and the fact that the malicious

where (r;, 0;) are the co-ordinates of thié" secondary user users can be present uniformly in an annular region

and (rp, 6,) are the co-ordinates of the primary transmitter. between the circles centered (@t 0) and radii R, and

N\ —2 . . .
The expectationf {(d;(f)) ] in Eqn. (8) can be evaluated R. Such approximations for analysis of other parameters
as in cognitive radio networks were made in [13],[14],[15].

9 1 Using the above modificationg? and /i can be obtained as
(%) —
E [(dp ) ] TR2 ((ea%; — 1)
R 2m e 0. = —In 1 _— 14
/ / i ridr;df; ' (10) g 02 + M ’ (14)
=0 Joi=0 [r? + 72 — 2ri1p cos(0; — 6p)]
The expression in Eqn. (10) is substituted in Eqn. (8) to inbtaand .
7 . “ a ;.

the value ofE [BSP) (z)}. = g+ 2In M= 2 (6% = o2). (15)
To evaluateE | P\"™ (i)| we first note that conditioned on h atior

the locations of the malicious and secondary users and tT1ee expectatio

[Pr(m)(z')} can then be obtained as

Rayleigh fading term, each term in the summation of Eqn. 1 L 2.2

(2) is a log-normally distributed random variable of therfior E {me)(i)} = mﬁa 7

1078 = e%%ii where&;; ~N (uij,afn), wherey;; is given 2r R ) 0

by / / e““rjdrjdﬁj. (16)
0;=0 Jr;=Ro

_ pdB 2
pi; = Pp” +10logg A — 201og, djj, (11) " ysing the expression for distance between two points inrpola

where P28 s the transmit power from the malicious user§0-ordinates given by Eqn. (9), the above can be simplified
represented in decibels (i. 0log;, ) andd,; is given by and obtained as
Eqn. (9) by replacing;, andd, by r; andd;, repespectively. E [P,,(m) (i)} 1

Sy S———— LN 17
We then approximate the sum of the log-normally distributed 2R3 (R? — R?))e (7

random variables (in the right hand side of Eqn. (2)) tgy fixing the co-ordinates of a secondary user (8t0),

be a log-normally distributed random variable of the for 2@ (] is obtained b ina the intearation in E
105 — eownr wherewM ~ N(ji,62), by using Fenton’s [ »"7(i)| is obtained by removing the integration in Eqgn.

approximation. Conditioned on the locations of the mailisio (8) as

and the secondary use&® and /. can be obtained as Pesa’oi A
EB[PW(0)] = el 2 (18)
A2 J=
7= a2|n 1+ (ZM eam,)Q ’ (12) The expression fork [P,,(m) (i)} from Eqgn. (17) and
i1 J ,
! E [Bf")(i)} from Eqn. (18) are substituted in Eqn. (7) to
and obtain the lower bound on a succesful PUEA on a secondary
1 & apy @2 o user.
M:Em Ze g 75(0 —Jm). (13)
j=1

IV. RESULTS ANDDISCUSSION

It is essential to average over the positions of the mal&iou e consider the following values of the system parameters
and secondary users to obtain the mean and varianeg.of for our numerical computations. We considey = 8 and
This would involve integrating the expressions in Eqn. (12)7” = 5.5, by assuming urban and suburban environments
and Eqn. (13) over;, 0; for j =1, 2,3, ..., M andr; and for the propagations from the primary transmitter and mali-
0i, thus resulting in2(M + 1) integrations. Although this is cioys users, respectively [16]. We consider the mean Ralylei
smaller than the number of integrations required to obtaén tfading, A, to be unity. The transmit power from the malicious
exact value oppy pa, it still remains too complex to evaluate.ysers p,, | is taken to be 4 Watts as in [9].

In order to reduce the complexity of the computations, we fig. 2 presents the lower bound on the probability of a

make two modifications to the analysis: succesful PUEA obtained by the analysis in Section IlI, in a
1) Without loss of generality, we fix the position of thesystem with 100 malicious users when the primary transmitte
secondary user &0,0)%. is at a distance of 2000m from the secondary user. The

threshold values of 0.1, 0.05 and 0.025 shown in Fig. 2
3The detailed derivation for the expressions in Eqgns. (125) (can be correspond to a difference of 100mW. 50mW and 25mW.
obtained by following the description provided in Appendlix . . ' . '
4For any other fixed position of the secondary user, the aisalysuld still reSpeCt'Vely! between the received powers from the primary
be valid by making a suitable co-ordinate transformation. transmitter and that from the malicious users. The threkshol



are chosen based on the following argument. For a primary
transmitter 2000m away from the secondary user, the reteive
power at the receivers vary typically between 0.1mW to 7.5W
with mean 150mW (this is from the fact that a Gaussian
random variableX ~ N (u, 0?) typically takes values between
©— 30 andpu + 30). Hence, a difference of 100mW or lesser
can be considered a succesful PUEA.

It is noted that the plots only present a lower bound and the
actual probability may be higher than that shown. It is noted
that for small values ofR,, the lower bound is 0. This is
because, for smaller values &f, the malicious users are too
close to the secondary user and when transmitting at maximum
power of 4 Watts each, they result in a very large received
power at the secondary user, thereby making the secondary
user able to differentiate between a primary transmissiah a

a malicious transmission. As expected, when the threshdid- 2.
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reduces, the lower bound becomes looser (i.e., the |mecb0l9rimary transmitter is at a distance of 2 Km from the secondsser.

decreases).

Fig. 3 shows the lower bound when the primary transmitter
is at a distance of 8000m from the secondary user. In this
case, it is observed that for sufficiently larg® (i. e., Ry >
90m), even a threshold of 0.01 (i.e., 10mW) of the differences
between the received powers due to primary and malicious
transmissions results in a significant probability of a sstal
PUEA.

The following inferences can be made from Figs. 2 and 3.

1) Since small values Ry result in a large received power
at the secondary user due to transmission from malicious
users, very large values df, may also result in low
PUEA since the received powers at the secondary users
due to transmission from malicious users may be too
small. One can then find a range &, in which an
attack can be succesful.

2)
the absence of any power control at the malicious users
indicate that with suitable power control, the probability
of a succesful PUEA can further be enhanced. In par-
ticular, it is possible to obtain a set of transmit powers;,
for each of the malicious users such that the probability

of a succesful PUEA at a secondary user is 1. 2

V. CONCLUSION
[3]
We proposed an analytical approach and obtained a lower
bound on the probability of a successful PUEA on a secondary
user in a cognitive radio network by a set of co-operating-mal 4]
cious users. We show that the probability of a succesful PUEA
increases with the distance between the primary transmittfs]
and secondary users. This is the first analytical treatmeent
study the feasibility of a PUEA. We showed that our bounds
enable in obtaining insights on possible ranges of exatusiv®!
regions in which an attack is most likely. Our results mdtva
the study of energy efficient PUEA attacks. Extension of ouf]
approach to determine the lower bounds for the probabifity o
successful PUEA in systems deploying other spectrum sgnsin
mechanisms described in [6] is a topic for further invediaza (8]

Fig. 3.
The significantly high values of a succesful PUEA underimary transmitter is at a distance of 8 Km from the secondeser.
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=1

From (23) and (28),

APPENDIX |
FENTON' S APPROXIMATION TOMODEL THE SUM OF
INDEPENDENTLOG-NORMAL RANDOM VARIABLES

ConsiderN independent log-normal random variablés, , 1 SN | e2anitator (eazaf _ 1)
Zo, -+, Zy. Let Z; = 10%/19, wherew; ~N (u;,0?). Let oy =—In |1+ 5 (29)
a N a v+la20.2
N (Zi:le e l)
XN = Z Z;. (19) and
=1 1 N
Fenton’s approximation [11] model¥ y as a log-normally fin = —In [Z ea”ﬁ%a%f] - gc}?\,. (30)
distributed random variable of the formt{y = 109~/10, a i=1
}NhereQNwN(ﬂN,&?\,). iy andoy are determined as fol- 0?2 = 0 ¥ i, then
ows.
Equating the means on both the sides of Eqn. (19), 1 L, ng 2api
N 6% =i 1+ (e —1) ==L @)
a N ap;
E[Xn] =) E[Z]. (20) (Zizl e )
=1 and
Therefore, N ~92 2
1 —
N fin = —In lz eaw] — MQU) (32)
Q Wi a .
E [101—’5} =Y E [um} : (1) i=1
i=1 If Z;s are independent and identically distributed (i.i.d), i.e
ie, wi =pViando? = 0%V i, theno? andjy are given by
2 _2
N 1 e —1
2 _
E [eaQN] — ZE [eawi] , (22) O'N = Eln 1 + T‘| (33)
=1
. and
wherea = In 10/10. Sincew; andQ)y are normal, 1
a
N ﬂN:M—i(U]QV—Ug)—I—Em N. (34)
SEREERCED PER (23)
=1

Equating the variances on both the sides of Eqn. (19), and
using the fact thatZ;'s are independent,

N
Var[Xy] = Z Var|Z,]. (24)
i=1



