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Abstract— In this paper, we present an analytical model as well Chenet al proposed a defense mechanism using localization.
as a practical mechanism to detect denial of service (DoS)tatks | ocalization based methods often assume the presence of a
on secondary users in dynamic spectrum access (DSA) netwak gegicated sensor network to help with the localization of
In particular, we analyze primary user emulation attacks (PUEA) ¢ itt hich is th d t inst k
in cognitive radio networks without using any location infor- rans.ml ers whic 'S_ én used to compare agains . nown
mation and therefore can do away with any dedicated sensor location of TV transmitters to detect PUEA. Other studies on
network. To the best of our knowledge, there are no studies detection of primary user using spectrum sensing and false
available t_hat c_ietect PUEA using _analytical models. We premt  spectrum reporting (e.g., [10]) were made, but they do not
an analysis using Fenton's approximation and Wald's sequelfal - gise 55 PUEA. To the best of our knowledge, there are no
probability ratio test (WSPRT) to detect PUEA. Simulation : - . ' .
results demonstrate that it is possible to keep the probalitly studies available that use analyucql_models for receimaep
of missing the primary below a desired threshold while at the t0 detect and evaluate the probability of successful PUEA.
same time keeping the probability of successful PUEA low. We presented the first analytical model to obtain a lower
. _ bound on the probability of successful PUEA in [9]. We
Keywords— Dynamic spectrum access networks, primary user emula- . . . . .
tion, hypothesis test c_on5|dered a fading \_/v_|reless environment and d_erlved expre

’ sions for the probability of successful PUEA using Fenton’s
approximation. We then used Markov inequality to provide

|. INTRODUCTION a lower bound on the probability of successful PUEA. In

Dynamic spectrum access (DSA) networks [1] have receivéiS paper, we present a Wald's sequential probabilityorati
a lot of attention in the recent decade since they provideemdgSt (WSPRT) to detect PUEA. We extend our analysis by
efficient utilization of limited radio resources. Cognétivadio Fenton’s approximation in [9] to obtain the probability s
networks [2] enable usage of licensed spectrum by unlicendinction (pdf) of the received signal from the malicious nsse
“secondary users” when the licensed “primary users” are n#ich we use in the derived pdf in the WSPRT. We also show
using it. Secondary users in a DSA network sense the spectrii¥nSimulations that our proposed detection mechanismyrarel
to detect unused spectrum bands (“white spaces”) which &&$Ults in a violation of the spectrum evacuation etiqubfte
then used for secondary network communication. A detail&§tting lower tolerance limits. _
description of the different sensing mechanisms to detbitew  The rest of the paper is organized as follows. In Section
spaces is provided in [3], and protocols for sensing primaty We present the formulation of the problem, the system
transmission can be found in [4]. The Federal Communicatioftodel and the assumptions made in our analysis. We present
Commission (FCC) [5] mandates that the secondary users it @nalysis in Section Ill. Numerical results are preseiie
evacuate the spectral bands as soon as a primary trangmisSiection IV. Section V provides the conclusion.
is detected. However, since there is no policing in place to
ensure this, several denial-of service (DoS) attacks assiple Il. SYSTEM MODEL

on either the primary users [6] or the secondary users [T}, [8 \we consider a scenario where all secondary and malicious
[9]. For example, a set of secondary users (called “maliioysers are distributed in a circular grid. A primary user (e.g
users”) could transmit signals with characteristics i@=to 5 Tv tower), is located at some distance from all the users.
that of a primary transmitter, leading other “good” secaydagecondary users sense the spectrum (using energy detection
users (that follow the normal spectrum evacuation et|qzl)|etr{3]) to detect white spaces or presence of the primary trans-
to vacate the spectrum unnecessarily. The malicious USR{&sion. The secondary uskrseasure the received power on
then use the entire white space for themselves thus causingpectrum band. If the received power is below a specified
a Dos attack to the good secondary users. Such attacks f@f@shold then the spectrum band is considered to be vacant
called primary user emulation attacks (PUEA), which wergyhite space). If the received power is above the specified
first discussed by Chen and Park in [7]. threshold, then based on the measured power, they make

Chen and Park propose detection of PUEA using the dig-decision whether the received signal was transmitted by
tance ratio test and the distance difference test in [7]8In [

1By “secondary users”, we mean the “good secondary userstigr out
This work was partially supported by NSF Cyber Trust Grant 0827688. this paper unless stated otherwise.



a primary transmitter or by a set of malicious users. Weaf the received signal at the secondary user due to trangmiss
design a WSPRT to obtain a criterion for making the decisidyy the primary and the malicious users. We first describe the
mentioned above. We make the following assumptions (mastalysis to obtain the pdf in Section 1lI-A and then describe
of them are same as in [9]) to perform the analysis. how we use the obtained pdf to perform the WSPRT and detect

« There areM malicious users in the system. PUEA in Section III-B.

o The primary transmitter is at a minimum distancedgf

from all the users.

o The primary transmits at a powét, and the malicious
users transmit at a powet,, . .

« The positions of the secondary and malicious users are ‘
uniformly distributed in the circular grid of radius. The Tangmiter
positions of the good users and the malicious users are
statistically independent of each other.

« The co-ordinateésof the primary transmitter are fixed at

a point(r,, 6,) and this position is known to all the usersrig. 1. A typical cognitive radio network in a circular gridttvsecondary and
in the grid. malicious users. No malicious users can be closer fRarto the secondary
ser because if this restriction is not posted, then the poeeeived due to

¢ T_he RF signals from the primary transmitter and the ma_‘ ransmission from any subset of malicious users presehinbis grid will
cious users undergo path loss and log-normal shadowilg.much larger than that due to a transmission from a printansitter
The Rayleigh fading is assumed to be averaged out athds resulting in failed PUEA all the time [9].
can hence be ignored. This is because, we showed in [9]
that the probabilities scale linearly with the mean of the
Rayleigh fading,A, _andA_: 1 in most cases [11]. A. Received Signal pdf
« When represented in decibels (dB), the loss due to shad- ) . )
owing at any secondary user both from the primary trans- Coh3|derM r_nahuous USErs Iocated'it co—qrdma(e,s, 0; ),
mitter and from any malicious user is normally distributed Sf J SI ]Yj[ ts_'gcte éh_e E’ﬁs't'on cl)f thg i mal;)cutjvt\jzauserés
; ; 2 2 ; uniformly distributed in the annular regions be nan
with mean 0 and variance, and o, respectively. r; andd; are statistically independekitj. The pdf ofr;
« As explained in [9], the path loss exponent for the progt: 7s @nd®; y Indep J- P g
agation from the primary transmitter to any seconda?ﬂ’ﬁj) v j is given by

users is 2 and that between any malicious user and any { 2r; r; € [Ro, R]
p(rj) = ! ’

O Good Secondary User
@ Malicious Secondary User

1)

secondary user is 4. RQBR?) han
« For any secondary user fixed at co-ordinated), no otherwise

malicious users are present within a circle of radRis while 6 is uniformly distributed in(—, 7) ¥ j. The received

(called the “exclusive distance from the secondary userﬁ))\,\,er at a secondary user from the primary transmiﬁé’f’)
centered atr, 6)3. is given by

« There is no communication or co-operation between the
secondary users. The PUEA on each secondary user can PP = PtdQQGf,, (2)
be analyzed independent of each other. . ) )
where Gf, = 1070, where &, NN(O,og) as mentioned in
Section II. SinceP, andd, are fixed, the pdf o™, p(P")(v),

) ] ] follows a log-normal distribution and can be written as
Since there is no co-operation between the secondary users. )
(101og, v — pp) } 3)

I1l. ANALYTICAL MODEL

The probability of successful PUEA on any user is same as p,), \ _ 1 _

that on any other user. Hence, without loss of generality, wé () = Ao\ 271y P 207

analyze the pdf of the received signal at any one secondary

user. We transform the co-ordinates of all malicious usenrthere A = Inwlo and

such that the secondary user of interest lies at the orign (i

at (0,0)). The primary transmitter is then at a co-ordinate pp = 10logyo Py — 201ogyq dp. (4)

(dp, 6,)*. By assumption 4 in Section II, all malicious nodes The total received power at the secondary node from all the
are uniformly distributed in the annular region with radily 1/ malicious users is given by

and R. This scenario is shown in Fig. 1. In order to obtain a
hypothesis test using WSPRT, it is essential to obtain tHe pd

M
P =" Ppnd;'G3, (5)
j=1

2Throughout this paper, whenever we mention “co-ordinates’ mean
“polar co-ordinates” unless explicitly mentioned otheswui . . . ..
3The reason for this is explained in [9]. whered,, is the distance between th&* malicious user and

o )
4Note that the actual co-ordinates of the primary transmitepends on the secondary user an@;, is the shadowing between the

the actual location of the secondary user and will not betbxa for all the  j** malicious user and the secondary user. As mentioned in
users. However, typicallyl, >> R and hence it is justified to approximate . 2 &5 2 L.
the co-ordinates of the primary user to ké,,6,) irrespective of which Section II, G7 = 101, where{; ~N(0,07,). Conditioned

secondary user we consider for the analysis. on the positions of all the malicious users, each term in



the summation in the right hand side of Eqn. (5) is a logvaluated using the analysis mentioned in the Appendix in
normally distributed random variable of the fori T, where 9. E [P(m} and E [(P(m)) can then be obtained by
wj ~N(uj,02,), where ,

As we had explained in [9], conditioned on the positiongv and can be obtained in closed-fornt as
of all the malicious usersP™ can be approximated as a

MPm 1A2 2
log-normally distributed random variable whose mean and E |:Pr(m):| R2R2 I, (14)
variance can be obtained by using Fenton’s method [12].
The pdf ofPT(m) conditioned on the positions of all mali-and
cious userSp(T;)(X|r), can be written as
X 2 P2 24%00, RS — RS 3(M — 1)R2R2
" (o] e () ]
P () = —— Xp{_amogmx ~ i) } AR VA
s AspV/2mx 203 Substituting the above expressions in Egns. (12) and (13),
wherer is the vector with elements; - - -, andé2, and Wwe evaluatey2 and i, which, in turn, can be substituted in

[ipr are given by Egn. (11) to evaluate the paf™ (y).

A%g2 M 2Ap;
et Im —1 et
a_?w |n 1 ( ) Z]fl

(8) B. WSPRT

42 (o etm)”
= We consider two hypothese#l; that the detected signal
and was transmitted by the primary, anH, that the detected
1 M A signal was transmitted by malicious users. The space of all
fin = ZIn et | — 5(6—}‘{4 —02), (9) observations is the sample space of received power measured
j=1 at the secondary user. It is observed that there are two kinds

respectively. The pdf of the received power from all th@f risks incurred by a secondary user in this hypothesis test

malicious usersp(™ (), can then be obtained by averaging 1) False Alarm: When the actual transmission is made

Eqn. (7) overry, 79, --- 73y and can be written &s by malicious users but the secondary decides that the
transmission is due to the primary.

2) Miss: When the actual transmission is made by the
™ (x / M X\r T de)p(ry)dr;, (10) primary transmitter but the secondary decides that the
o, ] transmission is due to the malicious users.
wherep(r;) can be obtalned from Eqn. (). It is noted that the probability of false alarm is also the

Evaluating Eqn. (10) is very complex. Therefore, we agyrobability of successful PUEA. The WSPRT allows us to
proximate the pdfp™)(x) to be a log-normally distributed specify desired thresholds, and s, for the false alarm and
random variable with parameters, ando? of the form miss probabilities respectively. The decision variableraf

sequential tests\,,, is given b
) (y) = S N - (101og o X = 1x)° (11) q J y
Aoy V21 2CT>2< P(m)( i)
Ap = 7(1%)( ) (16)
If P'™ is a log-normally distributed random variable with pdf =1

given in Eqn. (11)¢% andp, can be obtained as [13] where z; is the measured power at thé" stage. In the

) (lnE [(P(m))z] ComE [P(m)D 12) abovep’) (z;) andp™ (x;) are given by Eqgns. (3) and (11),
A? "

Ix = respectively. The decision is then made based on the follpwi
criterion:
and
1 ] 1 )2 Ay <Th = 25 Dy Primary Transmitter
Fx =73 <2 nE [PT } —pnE [(Pr ) ]) - (19 Ap > Ty =150 Dy: Malicious Users (17)

else Ds: Take another observatian
From Eqgn. (7), the conditional expectation d?r(m),

2 2 i i i
E [PT(’”)H, and that of(PT(m)) B |:(P7§m)) |r} can be Eqgn. (17) provides a practical mechanism to detect PUEA.

The average number of observations required to arrive at a

decision is given by [14]
5The expressions in Eqgns. (8) and (9) can be obtained by fimitpihe
steps specified in the Appendix in [9]. (1—a2)InTi 4oz InTy =1
[n|H}]

5The expressions in Eqgns. (7) and (10) should also be conéilicand Blf (z1)[Hi]
averaged over the co-ordinates (and hence have integsati@)61, 02, - - -, o1 lngﬁr(lf‘;ll) In T k=2,
6,s. However, from Eqns. (6), (8) and (9), it is observed thatekpressions f(@1)|He)
are independent dfy, 62, - - -, ;. Therefore, it is sufficient if the averaging
(and integrations) are performed over, r2, - -, Tas. 7We omit the details of the derivation due to lack of space.

(18)




where the functionf(z;) = ln A;. From Egns. (3), (11) and

(16),
)

2,2 2.2
+Uxup Tphx

EU@mHﬂ=m(l

Ox 201270%
QMP(UZNX - Uiﬂp) (%2( - 0127)(0;2) + N;za)
+ 20202 + 20202 (19)
9p0% 9p0x%
and
2 2 2,2
o Oy, — O b
Bl el =t (2) + D22
Oy 2O'p0'X
QHX(UZQ)NX - Uiﬂp) ‘7>2< - 0127 2 2
. 20
+ 20%0% 2012)0% (UX +HX) (20)

IV. RESULTS ANDDISCUSSION

for convergence of the test. Fig® 4hows the theoretical
and experimental curves of average number of observations
required by the secondary user to make a decision when there
are 10 malicious users in the systerithe gap between the
experimental and theoretical curves are typical of WSPRT
[14]. Note that more observations are required as the tbtésh
on false alarm probability reduces from2 to 0.1. This is
because, from Eqn. (17), ag decreases, the threshold
decreases and the threshdld increases. Thus, it is more
likely that the secondary user takes decision(i.e., observes
more samples).

V. CONCLUSION

We proposed an analytical model and a practical mechanism
using WSPRT to detect PUEA in cognitive radio networks.

The values of the system parameters we consider for dtiie detection mechanism allows the user to set thresholds on

numerical simulations are listed in Table |I.

Parameter Value
Ro 30 m
op 8 dB [9]
Om 5.5 dB[9]
P, 100 KW
P, 4W
dp 100 Km
R 30,---,1500 m
M 5, 10, 30

TABLE |

VALUES OF PARAMETERS USED IN THE SIMULATIONS

Fig. 2 displays the false alarm probability (i.e., the ptoba
ity of successful PUEA) fofaq, a2)=(0.2,0.1) and(0.1,0.1).
It is observed that there is a value @t for which the

probability of missing the primary user and the probability
of successful PUEA and hence can accommodate a range of
sensitivities. It is possible to construct tests that akvigep

the probability of missing the primary user below a specified
while still keeping the probability of successful PUEA low.
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