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Abstract—We propose a distributed spectrum decision protocol user and promptly leave the band when the primary user is
resilient to primary user emulation attacks (PUEA) in dynamic  detected. This is called spectrum etiquette. One example of
spectrum access (DSA) networks. PUEA is a type of denial- hga networks is the utilization of unused spectrum (or white
of-service attack that can result in unreliable and/or dison- . . .
nected DSA networks by depriving legitimate secondary usar space_s) in the TV bands. The TV transmitter and receivers are
of spectrum access. We first propose an individual detection the primary users. Other users who are not TV subscribers but
mechanism for secondary users to achieve preliminary sengj wish to use the white spaces in the TV bands for their own
results. For this, we characterize the received power at a @@l communications are the secondary users. The |IEEE 802.22
secondary user, using a flexible log-normal sum approximatin. working group on wireless regional area networks (WRAN)

We then develop a distributed spectrum decision protocol in . . .
which secondary users exchange individual sensing resultgith provides the physical (PHY) layer and medium access control

their one-hop neighbors to increase resilience to PUEA. We (MAC) layer specifications for the usage of the TV white
call this protocol NEAT: NEighbor AssisTed spectrum decisbn spaces [4].

protocol. We provide math_ematical analysis of this protocbin Spectrum sensing by the secondary users is one of the
terms of both the probability of successful PUEA as well as 45t important functionalities in the implementation of ®S

h ility of missi h i B i k . o . ; e .
t_e\}N?]reor? attr)]'e'tymc;"rcri‘fuss'n%;efs p;lg? ?’i’eugggat )F’,ﬁg&nsvﬁﬁagoge networks since it is essential both for identification of tehi

probability. We then compare the performance of the proposd spaces as well as for prompt evacuation upon the return of
protocol to the majority logic rule. We show that with negligible the primary users. The well known detection techniques are:
communication overhead, the proposed protocol reduces the (i) energy detection, (i) matched filter detection and) (iii
probability of successful PUEA by 52%-100% in the presencefo oy ciostationary feature detection [5]. In this paper, we us
Byzantine attacks, while still following the spectrum evaaation . . . L .
efiquette. energy detectlon_ technlque_ since _|t is the mo_st widely us_ed
sensing mechanism due to its low implementation complexity
Protocols for spectrum sensing and spectrum evacuation can
be found in [6] and [7].
In this paper we study a DoS attack that is unique to DSA
|. INTRODUCTION networks, called the primary user emulation attack (PUEA)
Enhancing efficient usage of the limited spectrum resourc@j,[9]. In this type of attack, a set of malicious secondary
has received extensive attention in the recent decadedi- Traisers mimic the primary transmission, leading other seapnd
tionally, spectral bands were assigned to licensed useexsU users to believe that the primary user is present when it
other than licensed holders were not allowed to access thes@ot. The good (non-malicious) secondary users following
bands. However, spectrum occupancy measurements show tiweitnal spectrum evacuation process will vacate the spectru
this fixed spectrum assignment leads to an under-utilimationnecessarily. This could result in the network being uaiés
of the spectrum resources [1],[2]. A new communicatioor become disconnected because the users that vacate the
paradigm called cognitive radio (CR) enabled dynamic spespectrum band could form the cut-vertices of the underlying
trum access (DSA) [3], provides a mechanism to address thD8A network. PUEA could also lead to loss of data that
under-utilization of licensed spectrum bands. DSA networkvas incident on the users that leave the network. It theeefor
consist of two types of users: (i) the primary users whibecomes important to devise efficient defence mechanisms
hold licenses to the spectrum bands and can access theggainst PUEA in DSA networks.
bands at any time, and (ii) the secondary users who do noPUEA was first discussed by Cheat al in [8] and [9].
have licenses, but can use the spectrum bavigmn they are In [8], they propose two mechanisms to detect PUEA, i.e.,
not usedby the primary users, thus improving the spectrunhe distance ratio test and the distance difference testidbas
utilization. In order to ensure that the primary communican the correlation between the length of wireless link and
tion is not disrupted in anyway, the secondary nodes muke received signal strength. However, their discussios wa
periodically sense the bandwidth for the return of primaryased on two strong assumptions that there exists only one

Index Terms—Dynamic spectrum access, primary user emula-
tion, Byzantine attack, spectrum decision protocol.



malicious user in the network and that secondary users adetection sensitivity, the spectrum band is consideredeto b
locate themselves via global positioning system (GPS)9)n [ vacant, otherwise, the good user has to determine whetler th
Chenet al propose a defense mechanism against PUEA byceived signal is from the primary user or from the malisiou
locating the spurious transmission via an underlying senagsers. After each individual secondary user makes theidacis
network and comparing it with the known location of thét is desired to design a distributed protocol resilient to
primary transmitter. The mechanisms described thus far B&WEA, wherein individual users exchange their decisiorih wi
not consider the fading characteristics of the wirelessiokh their one-hop neighbors. The following assumptions abloait t
Moreover, they either require a dedicated sensor netwarktwork are made to perform the analysis.

or require significant enhancement of the secondary userg) The good secondary users and malicious secondary users

themselves. are spatially Poisson distributed in a square grid of
We presented the first analytical model to characterize the  dimensionL x L.

probability of PUEA based on energy detection [10]. We then 2) There areN, good users andV,, malicious users,

proposed a Wald's sequential probability ratio test [TH][ both spatially poisson distributed in the network with
and a Neyman-Pearson composite hypothesis test [12] to intensities\, and)\,,, respectively, i.e.E [N,] = \,L?
detect PUEA using hypothesis testing. The mechanisms pro- and E[N,,] = \,L?. The positions of good users

posed in [11] and [12] were non-cooperative, i.e., secondar  and malicious users are statistically independent of each
users detected PUEA only based on their individual sensing other.
observations and without Cooperation or Sharing inforamati 3) The primary transmitter is at a distandg from the
with other secondary users. Sharing the individual deassio center of the grid and,, is known to all secondary users.
with other secondary users could help users mitigate PUEA
better because, the users who are successfully attackdtwby t m
malicious users could potentially correct their sensingjsien
based on the information obtained from neighboring users. ) o o )
In this paper, we propose a distributed spectrum decisionln order tq devise the dI.S.tI’Ibuted protocol, it is essential
protocol in which secondary users exchange their indivif@ characterize the probability of successful PUEA at each
ual sensing results with their one-hop neighbors, in ordéjdividual good user. This is done by determining the reeeiv
to mitigate PUEA. We first propose an individual detectiofiign@l at each good user due to transmission from the primary
mechanism for secondary users. We model the received po@Bfl that from the malicious users. We present the analysis fo
at each good secondary user using a flexible log-normal stf@deling the received power in Section lll-A. In Section )
approximation. We present a mechanism where each individi¢ Probability density function of the received power from
user senses to see if a primary is present or if a PUEA q@lluous users is present_ed. Section I_II-C_: _prowdes thed-an
being launched. Users then exchange this information wifi§is for detection mechanism at each individual user and the
their one-hop neighbors. We propose a distributed Spectrmposed distributed protocol is described in SectiorDllI-

decision protocol where the individual spectrum sensing-de
sion exchanged between the users and their one-hop negghlor Received Power at Good Secondary User

is used to mitigate PUEA, with minimum communication In order to model the received power due to transmission

overheads. We analyze the effectiveness of the protocolf}gm the primary transmitter and that from the maliciousrase

the presence of By_zar_1t|ne attacks from the malicious USEMRs make the following assumptions in addition to assumpgtion
Numerical results indicate that the proposed protocol car)1_3) mentioned in Section I

reduce the probability of successful PUEA B9% — 100% ) ) ) )
in the presence of Byzantine attacks, while still followitng 1) The primary transmitter transmits with powe;, and
each malicious user transmits with powey,.

spectrum evacuation etiquette. _ . )
I2) The RF signal from the primary transmitter and the

The rest of the paper is organized as follows. Section | lici q I | shadowi d
presents the system model. The analysis for the proposed dis ;na"’;r']c;ggg users undergoes fog-normal shadowing an

tributed spectrum decision protocol is presented in Sedtlo
P P P 3) The path loss exponent is taken to be 2 (as in free

In Section IV, we provide the security analysis of the protoc ) ; _ L d4f
Numerical results are presented in Section V. In Section VI, Space _pro_pagatlon) or primary transmlssmn_ an or
transmission from the malicious users (as in two-ray

we discuss some practical considerations when implengentin q ,
the proposed protocol. Section VIl provides the conclusion ground propagation). , , ,
4) The loss due to shadowing from the primary transmitter,

G2, is a log-normal random variable, i.&()log,, G ~

Il. SYSTEM MODEL N(0, 0}2})_

We consider a scenario where all secondary users: both the) The oss due to shadowing from the malicious
good and the malicious are randomly placed in a square grid as  USers, GmQ, IS a Io%-normal random variable, i.e.,
shown in Fig. 1. A primary transmitter is located at a dis@nc 10log,, G, ~ N(0,07,).
dp' from the center of the grld. Spectrum sensing is based OrIlf Rayleigh fading is included, it scales all the expressiby a factor,A,

energy dEIeCtionv i.e., a good user compar(_es its recei\)@drpowhich is the mean of Rayleigh fading [10]. Since typically,= 1 [13], we
to some pre-defined thresholds. If the received power isAbel@nore Rayleigh fading.

D ISTRIBUTED SPECTRUMDECISION PROTOCOL
RESILIENT TO PRIMARY USEREMULATION ATTACKS
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Fig. 1. A DSA consisting of good secondary users and maliciecondary users. No malicious users are present withidigsry about each good user.

The received power at any good user due to primary transmis- 0%
. . _ T S
sion, p,(p), can therefore be written as W@f@,@f@vvﬁ@f@ﬁ@ e
—ad
PP = Pi(d,) G2 1 ot
T t( P) P ( ) K/@/@

Note that the distance from the primary transmitter is déffe
for each secondary user. However, since typicdlly>> L,
we approximate the distance between any secondary user and
the primary transmitter byi,, in Eqn. (1).
For any %jood user, its received power frgitt malicious

m

neighbor, P, 7) can be written as

107} —%— Theoretical, 1% two
—O~ - Experimental, 15 two
Theoretical, all others

Received power from malicious users, p(m (mw)

Pl,(mj) — Prn (d;n ) —4 G'?n , (2) ool ‘ ‘ ‘ ‘ %‘K; E>‘<perime‘mal, all ?thers
10 20 30 40 50 » 60 70 80 90 100
whered" is the distance to itg* malicious neighbor and,, Mean number of malicious users, EIN,

is the transmit power of the malicious user. The total resgiv

f N lici (m) th . b Fig. 2. Comparison of received power at good user from its hearest
power from all N, malicious usersp:"", is then given by malicious neighbors, and that from all other malicious hbiys. The mean

N, number of all secondary usefs{N] = 500.

PTg'rrL) — ZP7S7TLJ)' (3)

j=1

Typically, the power received at a secondary user from its tw
nearest malicious neighbors is much larger than that frdm al
other malicious neighbors. This is becaug§, >> d;", for _ . _ .
j>2andi = 1,2, and hence(’dgrb)—4, for j > 2, is negligible the ar:aIyS|s _that wHI»Pe pr:asent?d in S_ectlon lI-B. Thelfzg

ends “Experimental] ** two” and “Experimental, all others

compared to(d™) ", i = 1,2. Therefore, we only consider : N
. i ) . represent the received powers at a good user from its first two
the received power at a good user from the first two malicious

neighbors. ThusP, ™) an be simply approximated as malicious neighbors and all other malicious neighbors pkce
' " the first two, respectively, obtained by simulation expeins.
P™ ~ pim1) 4 p(m2) (4) It can be seen from Fig. 2, that the received power from the
(ma) - ) ~ first two malicious neighbors is about two to four orders of
whereP-™"" is the received power from the nearest maliciougagnitude larger than that from all other malicious neigspo
neighbor andP™? is that from the second nearest malicioughys justifying the approximation in Eqn. (4).
neighbor, and both can be obtained from Eqn. (2).
Fig. 2 shows the comparison of received power at a goodFrom Eqn. (4), the total received power from its first
user from its two nearest malicious neighbors, and that from :

o . \ o malicious neighbors depends @u*)~* and (d3*) 4,
all other ngglous n((ejlghbors, fo_r al BSA net\glorkdwnar; ahich, in turn, is determined by the location of the good user
average of 594 secondary users (mCl.J INg 9ood and MasiCIOl, § 15 two nearest malicious neighbors. Since all location
users) spatially Poisson distributed in a grid of dlmersmrére randomlv distributed. analvtical com utationla?’") is
2000m x 2000m. The legend “Theoreticall ! two” repre- y ' y b

m\—47] m\—4
sents the power received at a good user from its first tv\(l?g_mplex.. Tgerefozre, we usﬁ[(dj ) | ].ms;t_aad o;(dj ) -
malicious neighbors, evaluated from the analysis which wil, _ 1,2, in Eqn. (2), to simplify analysis. Since the positions
be explained in Se(;tion llI-B. The legend “Theoretical aﬁ)f secondary users (good and malicious) are independent, th

P ' 9 ' “9th malicious neighbor of a good user is thé" neighbor

others” represents the received power at a good user from‘]all _ N g AL\
other malicious neighbors (except the first two), obtaingidgr (/ < 7 < N — 1) with probability (7-7) (%) (7") :



Therefore,E[(d}")~*] is given by where ¥ x (s; 11, 0) is given by

N-1 j —j N
my—41 _ _qy(n—1 A\ (A" Uy (s — Wn oo | —sex M
Eap) = 3 Bl (00) (Be) () 7 Exlmor = X JRew | —sew (7
(5) Eqgn. (12) is the Gauss-Hermite series expansion of the mbmen
which is further simplified by replacing/ by E[N]. generating function (MGF) of a log-normal RY, without the
In Eqn. (5),E((d,) "] is obtained as follows. Le¥ denote remainder term. The weightsy,, and the abscissas,,, are
the number of all secondary users including both good afghulated in Thl. 25.10 in [23] foV < 20. NV is the Hermite
malicious users, i.e.N = N, + Ny. since good USErs jntegration order¢ = 10/1n10 is a scaling constant, ankf
and malicious users are both spatially Poisson distributﬁfiEqn. (11) is the number of log-normal components in the
and independent of each othéY, is also spatially Poisson symmation. We choosE — 2 as shown in Eqn. (AN = 12
distributed with intensity\ = A +An,. The probability density js sufficient to accurately determing, andoy,, and the head

function (pdf) of the distance between any good user and fgrtion of pdf is well matched whefs;, s;) = (0.2,1.0)2.
nt" neighbor,d,,, is given by ([14], Theorem 1)

. (12)

a2 200md2)" C. Individual Detection Mechanism

6 . : .
d,'(n) ’ © Although no policy on spectrum sensing has incorporated
. ] . _,1 any counter-measure to PUEA so far, it is not recommended
whereI'(-) is the generalized Gamma functloE.[(dn) } for good users to sense the primary transmission based only

fn(dn)

can be obtained from Eqgn. (6) as on the detection sensitivity (usualy94dBm). This is because
4 . even a small number of malicious users can transmit enough
E {(dn) } = /ﬁﬁ fn(B)dB. (7)  power to exceed the detection sensitivity, thus resultimg i

successful PUEA all the time. We propose an individual
P™) is obtained by substituting Eqn. (5) in Eqn. (2), andetection mechanism for secondary users first. The primary
then P\ can be calculated from Eqgn. (3). goal of the proposed mechanism is to achieve superior PUEA
detection while not sacrificing the sensitivity to the retuwf
the primary user. The proposed detection mechanism is then
incorporated into the distributed spectrum decision poto
Sinced, and P; are fixed,P”) is log-normally distributed, that will be proposed in Section IlI-D, to better mitigate
i.e., 10log, (P}”)) ~ N (pp,07), wherey, is given by PUEA.
The proposed detection mechanism is based on the assump-
pp = 10logyq (Fr) — 201logyq (dp) - (8) tion 3) in Section Il. Since all users knayy, they can estimate
the received power from the primary transmitt®?’, from

B. Probability Density Function of Received Power

Similarly, upon replacindd;*)~* by E[(d]*)~*], both terms : ®) e _
on the right hand side of Eqn. (4) are also log-normalffdn- (1). SincelOlog,q P ~ N(up, o) with 1, given
distributed. ThusP™ can be approximated as another log2¥ Edn- (8), we propose to use the empirical rule of normal

normal random variable (RV). Extensive studies have bedfptribution to detect the primary user, i.e., the recepeder

done in the literature to characterize the sum of log-norm&Pm the primary represented in decibei), " (dB), is

random variables [15]-[22]. In this paper, we adopt the Hexi Most likely to satisfyp, — 30, < B(~p) (dB) < pp + 30p.
log-normal sum method proposed by Xtial in [22], which Therefore, the probability of missing primary user (i.det

is explained as follows. probability that a secondary user fails to detect primargr us
P is log-normally distributed, i.e10log;, (Pr(ml)) ~ Wwhen it is presentpumiss, is given by
N (ptm, ,02,), where Pmiss = 1—Pr {up — 30, < PP (dB) < pp + 30,,}
ftm, = 101ogyg (Prm) + 101logyo (E[(dT) 7). (9) = 1-Q(-3)+Q(3)
Similarly, 10log;, (PT’”2 ) ~ N (s, 02,), where _ _ .
where Q(-) is the Q-function defined byQ(z) =
_ m\—4 o 2
fmy = 1010gyo (Pr) + 101ogy (E[(d5") 7)) - (10) \/% exp —% dt. Similarly, the probability of success-

P,(m) can then be modeled as a log-normal RV, i.efyl PUxEA, PPUEA, Can be written as

(m)\ 2 -
0k (77) ~ g 7). s s camsmumer ) <)
ically solved from the system of two independent equations,
fp — 30p — ,UM)

T 2 mn
> “n exp [_57rz exp (—\/_UMG +MM>] oM
n=1

T 13 ; —
vr -Q (—”p 5% “M) . (14)
K R oM
= H U (5m§ Hom; s O'mi)a m=1,2, (11)

1 2Interested readers are referred to [22] for more details.
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By employing the proposed deteCtion meChanism based on < A signal is detected during spectrum sensing. >

the empirical rule, the probability of missing the primarseu
based on individual detection?

can be fixed to a negligibly low number while the probability
Yes

of successful PUEAppuea < 1. Thus, it is more secure
against PUEA, compared to the sensitivity based detection
mechanism.

Broadcast individual decision to one-hop neighbors

D. Distributed Spectrum Decision Protocol I

After each individual good user makes a decision as men- e o
tioned in Section 1lI-C, they can exchange the informatiatihw
their neighbors to further mitigate PUEA. In order to deyelo
the protocol, we assume that each user has a transmission
range,R. All users that are located within a distanBefrom
each other can exchange spectrum sensing information with

each other. The flowchart for the protocol is shown in Fig. 3. Conclude it is primary transmission. )
The sequence of operations for the proposed protocol are as
described in Algorithm 1. Fig. 3. A flowchart of the proposed distributed spectrum sleni protocol.

Algorithm 1 The proposed distributed spectrum decision pro-

tocol (NEAT: NEighbor AssisTed spectrum decision protpcol 2) When launching PUEA, malicious uses also launch a

1) A good secondary user detects a signal in a licensed Byzantine attack with a probabilitypiying. That is,

band during spectrum sensing. the attacking nodes transmit “Primary Transmission”
2) a) Good user uses the individual detection mechanism  with probability piyine and “PUEA in progress” with
described in Section I1I-C, to check if the received probability 1 — piying.
signal is due to a PUEA or not. This preliminary 3) When primary transmitter transmits, the malicious users
result is broadcasted to all one-hop neighbors. broadcast‘Primary Transmission”, i.e., when primary
b) If Step 2) a) above concludes that the received transmitter transmitiying = 0%

signal is due to an attack, STOP. Else go to Step 3)et NV, be the number of good neighbors and Mét, be the

3) The good user uses the information on individual sensir{lrrir;mtﬁber chj m?licious ngighborts f%r a good Ujs(?[r. It }SPFL'?ItE%\j
i . i at in order for a good user to become a victim o
results from |t§ one-hop ne|gh.bors.. .. when deploying the proposed protocol, the good user must firs
a) If ALL neighbors also claim primary transmissionindividually conclude “Primary Transmission” when a PUEA
based on the proposed individual detection mecff launched ANDall its good neighbors must come to the
same individual conclusion AN its malicious neighbors

anism, the good user concludes that the curre . . rotocol) /<7 1
9 must lie. Hence, if we denote bflg’UEtA 1)(Ng,Nm), the

transmission is from primary user, else probability that a good user is a victim of the PUEA after

b) The good user concludes that the current rang 1o menting the protocol, conditioned oW, and N,,,, then
mission is from malicious users, indicating that an

attack is being launched. PRI (Ng, Nin) =

Pr{all good neighbors suffer PUEA without protocol
all malicious neighbors lighis user becomes a victim of PUEA (15)

V. SECURITY ANALYSIS Applying Bayes’ rule to obtain the conditional probabilitye
We now present the analysis for the probability of succéssfiave
PUEA d th b blt f i i th i h ~(protoco N7 X v ~m
and the probability of missing the primary user when g,UEtA ”(Ng,Nm) — (pruma)™ (plying)N . (16)

deploying the protocol proposed in Algorithm 1. It is also
of interest to analyze the performance of the protocol in theveraging overN, and N,,, the probability of successful
presence of Byzantine attacks from the malicious users. BUEA on a good user located at,vy), p%‘gzc‘ﬂ) (z,y), can
other words, it is essential to take into account, the faatttihe pe obtained as

malicious users may not provide correct sensing resultseo tA(protocol)

good secondary user of interest. This Byzantine attackdcodlpuea (,y) =

threaten the data fusion process if not dealt with carefady-  Nm No—1 L ~ _

[26]. Hence, in addition to the assumptions listed in Sectio >, > et (Ny, Nyw) Pr{N, = g} Pr{N,, = m}, (17)
and Section IlI-A, we also make the following assumptions te=0 g=0

analyze the security performance of the protocol. which, from Eqgn. (16) can be written as
1) Malicious users coordinate between themselves and (protocol)
know the instances when PUEA is launched Ppuea  (%:Y) = dg(pPUBA)Pm (Prying), (18)

3The mechanisms by which they coordinate is beyond the scépkiso 4This is because, malicious users do not gain anything bycking
paper. Byzantine attacks when primary transmission takes place.



where ¢,(-) and ¢,,(-) represent the moment generating V. RESULTS AND DISCUSSION

functions (MGF's) of N, and N,,, respectively. In order t0 \yg consider the following values of the system parameters
computep, and¢,,, we proceed as follows. For a good usefor oyr numerical simulations. All secondary users inahggi
located at(z,y), let p,(z,y) denote the probability that it )4 good and malicious users are spatially Poisson disérib
has a neighbor. Also let, and A,,, be the intensities oy i 3 2000m x 2000m square network. Each user has a
and Ny, respectivelyy, A, andp,(z,y) are then given by ansmission rangeR = 250m [27]. A primary transmitter

Ag = AgPn (2, ), Am = Ampn(2,y) and (e.g., a TV tower) is located at a distance df = 100km
_ from the center of the square grid, and it has a transmitting
Pu(@y) = power of P, = 100kWW. Malicious users have transmitting
min(L,x min \/ R%2—(xg—2x)2 t = ;
1 (Lath) Lyt IE=(ro=0)®) power of P,, = 4W [4]. The variances of shadowing loss
12 dyodxo. (19) : - o
ro=max(0,z— R) Jyo=max(0,y—+/R2—(z0—x)2) for primary and malicious transmissions are takervgas= 8

ando,, = 5.5, since we can model primary transmission and
malicious transmissions as those occurring in urban and sub
urban environments, respectively [13]. The exclusiveatice

The MGF, ¢4(z), can then be written as

(Xngpn(m, y)) Mo

6o(2) = i o XoL2pn(2.0) ' " from secondary useRy, is chosen ag80m [12]. We eyalu.ate.
g - N,! the performance of proposed protocol by comparing it with
Ng=0 two other detection mechanisms, i) majority logic as data

= erolPl@y)(z—1) (20) fusion technique, i.e., good users first make their own ehatss

based on the individual detection mechanism proposed in Sec
tion 111-C and then upon receiving their neighbors’ indivad
b (2) = AmL7pa (@) (z=1) (21) sensing results, take the same decision as the majoritys of it
neighbors, and ii) individual decision based on the progose
The expressions in Eqns. (20) and (21) are used in Eqgn. (18)ddividual detection mechanism in Section 11I-C only, vatht

Similarly, ¢,,,(z) can be written as

obtain ﬁ;pé%tzco” (z,y). Finally, the probability of successful cooperation with neighbors.
PUEA after implementing the protocgl{?2'c°*"  is obtained
- ~(pr 1 .
by avefaglngl';pugzco)(% y) overz andy, i.e., A. Impact of Varying Attack Strength
1 [ L Here, we fix the expected number of all secondary users
(protocol) _ 1 A(protocol)( )d d (22) ; g -
Pruea = =73 | ] PruEa L YAYAT: E [N] = 500, while varying the expected number of malicious

. o ) ) usersk [N,,] from 5 to 100 in increments of.
The probability of m|stsm9 the primary user after imple- Fig. 4 presents the probability of successful PUEA
menting the protocolpi"**” , is obtained as follows. Good (gig. 4(a)) and the probability of missing the primary user
sgcondary users miss detecting primary transmitter uwe®r Y(Fig. 4(b)) when good users make their decision based on
circumstances: the proposed individual detection mechanism in SectioClI|
1) when the secondary user wrongly concludes the receivedis observed from Fig. 4(a) that the theoretical results
signal to be a PUEA, OR closely follow the experimental results, thus validatirgp t

2) when the secondary user concludes that the receihlysis presented in Sections 11I-B and III-C. It is nothdltt
signal is a primary transmission but at least one of itdalicious users can successfully launch PUEA on individual
neighbors wrongly concludes that the received signal ¢®od users, and the probability of successful PUEA inciease
due to PUEA. with the number of malicious users. This is because the total

Case 1 mentioned above occurs with probabjlity.;. For a transmitting power from a larger number of malicious users
good user located &t y), the probability of case 2 mentionedcan make the received power at good users large enough and

above conditioned oV, is close to the expected received power from primary tranemitt
(protocol) ~ 5 thus making good users unable to distinguish the source of
Pronise (2, Ng) =1 = (1 — prmiss) 7 - (23) the received signal. Fig. 4(a) also indicates that withawt a

further actions, DSA networks are vulnerable to PUEA, which
justifies the need for additional mechanisms to mitigate RUE
Fig. 5(a) shows the probability of successful PUEA while
deploying the proposed distributed spectrum decisiorogf
~(protocol) (@,9) = 1 — by (Paniss), (24) when in addition to launching PUEA, the malicious users also
oSS launch a Byzantine attack with probabilifyyin, = 1. An
where ¢,(z) is given by Eqgn. (20). Finally, averaging overaverage of 500 secondary users are considered in the network

z andy, the probabilit(y of mi)ssing primary user after implewith the percentage of malicious users varying from 20%
protoco

Averaging pro ez y N,) in Eqn. (23) overN,, the

Priss

probability of a good user located &t,y) missing primary

user,pPrD (7 4) can be written as

1FPmiss

menting the protocoly,,;.. , is obtained as (i.e., the average number of malicious users varies f5otm
I L 100 and hence, the average number of good secondary users
pgrfl’irsztocol) - w / / ﬁfﬁ’;‘:ocd) (z,y)dydz varies from495 to 400). It is again observed that the theoretical
L =0 Jy=0 results closely follow the experimental results. From Ei@),

+ Pmiss- (25) it is also observed thahe probability of successful PUEA is
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Fig. 5. Performance of the proposed distributed spectruciside protocol.piyine = 1 When malicious users launch PUEA apgdi,, = 0 during primary
transmission.

reduced by one to five orders of magnitudes an example, (around 5%). Hence, the proposed protocol is resilient to
for E[Ny;] = 400 and E[N,,] = 100, the probability of PUEA while yet following the spectrum evacuation etiquette
successful PUEA reduces from694780 when good users Fig. 5(b) also shows that the probability of missing primary
make individual decision t6.084342 when deploying the pro- user decreases ds[N,,] increases. This is because, as the
posed protocol. Similarly, foE’ [N,] = 495 andE [N,,,] = 5, average number of malicious users increases, the average
the probability of successful PUEA decreases fied82795 number of good users decreases (since the average number of
without the protocol tar x 10~ with the protocol, which is a total secondary users is fixed). From Eqn. (25), it is obskrve
reduction of about five orders of magnitude. This is because that the probabilityp"™°"**® is a decreasing function of
order to launch a successful PUEA with the proposed protocal [V,]. Intuitively, this is explained as follows. As the average
the malicious users should launch successful PUEA, not omlymber of good users decreases, fewer users wrongly canclud
on a given good user but also aill its neighbors. This PUEA when primary transmission takes place, thus reducing
significantly reduces the probability of successful PUEAeT the probability of the missing primary user.

trade off for the protocol is that, the probability of misgin
. . 4 We also compare the performance of the proposed protocol

primary userpuiss, increases due to the protocol, as depicted. ; -
o o . ith another possible protocol to mitigate PUEA, namely
in Fig. 5(b). However, it is noted that the magnitudes of _. . ) .

o - . . . majority logic protocol. Here, good users obtain the sansin
the probabilities of missing primary user are still quiteadim : . . o

results from all their neighbors and go with a majority vote
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Fig. 6. Performance of different spectrum decision medmasip,yi,, = 1 when malicious users launch PUEA apg;,; = 0 during primary transmission.

(including their own vote). Hence, for a good user with are launching PUEA. Fig. 7 shows the performance of dif-
neighbors, if more than”%1 neighbors conclude that theferent mechanisms. From Fig. 7(a), it is observed that the
detected signal is due to primary transmission, then thal goproposed protocol lowers the probability of successful RUE
user concludes primary transmission, else it concludes®RUBy 52% — 96%, compared to the majority logic mechanism.
The comparison of the performance of the proposed protodddte that the probability of successful PUEA for the prombse
with that of the majority logic protocol is shown in Fig. 6.protocol decreases first 5[N] increases. This is because,
The case when no additional protocol is used, i.e., goathen E'[N] is small, E [N,,] is also small so that malicious
users rely only on their individual decisions based on thesers can not accumulate enough transmitting power tokattac
proposed individual detection mechanism in Section Ili€C, all good users, i.e., some good users can detect PUEA based on
also shown. From Fig. 6(a), it is observed that the propostt proposed individual detection mechanism. Thus, it iy ve
protocol performs the best in terms of mitigating PUEA. Thikely that good users have at least one disagreeing neighbo
majority logic protocol performs almost the same as wheariaiming PUEA even if they are not aware of ongoing attack
no protocol is deployed. This is because, the number thfemselves. Fig. 7(b) depicts the performance of the poddoc
neighbors that suffer PUEA is binomially distributed ane thin terms of missing the primary user. As is shown in Fig. 7(b),
probability mass function maximizes gtfor a good user with the majority logic protocol detects the primary transmitiest

n neighbors. When the probability of successful PUEA faamong the three. Although the proposed protocol results in
individual good user is large (of the order of 0.4 and abovd)igher probability of missing the primary user, all of itdwes

it would result in more than half of the number of neighare still within acceptable range, i.e., betwdef12032 and

bors easily being attacked. However, the probability tdat 0.087925. Thus, the values 0,55 are still small enough to
neighbors are attacked is small thus resulting in an imptovéollow the spectrum evacuation etiquette.

performance for the proposed protocol. It is observed that t

proposed protocol outperforms the other two mechanisms by

reducing the probability of successful PUEA by at le@G}o
compared to majority logic, and at lea&% compared to
individual decision, even in the presence of Byzantinechtia

I : . o In this set of simulations, we fix the expected number of all
The majority logic performs the best in terms of missing thgecondary usetE [N] — 500 and also fix the expected number
primary transmission though (the probability is almostozer

. . .of malicious userd” [N,,,] = 100, while varying piyine from
as observed from Fig. 6(b). However, as mentioned earllﬁr05 © 1.0 As is sh[owrl in Fig. 8, majority Ioglizz [g)erforms

even with thg proposed protqcol the probability of missm%orst in terms of probability of successful PUEA even if
primary User 1s too small to violate the spectrum eVacuat'?r?alicious users lie with a small probability. Both majority
etiquette. logic and the proposed protocol become more vulnerable as
) ) malicious users lie with a higher probability. However, the

B. Impact of Varying Secondary User Density proposed protocol can still effectively reduce the proligbi

In this set of simulations, we fix the ratio of expectedf successful PUEA b90% — 100%, compared to that of the
number of malicious users to that of all secondary usemsajority logic protocol. The probability of missing primyar
E[N,]/E[N] = 20%, while varying E[N] from 100 to user does not change because, when primary user transmits,
1000. Malicious users lie with probability one when theymalicious users do not lie.

C. Impact of Varying Probability of Lying
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Fig. 7. Performance of different spectrum decision meddasifor varying secondary user density. Malicious users 0% of the total number of
secondary users in the network.

) . . from their one-hop neighbors. Hence, the proposed protocol
TeemeEE e e e e e can also be implemented in real-time.

] Fig. 8 indicates that the malicious users are likely to be
T most successful in launching PUEA when a Byzantine attack
7 is also launched with probability of lyingyin, = 1. Thus, the

] malicious users should always indicate primary transiomssi
whenever there is PUEA. Note that malicious users do not lie
- 3 when primary transmission takes place. Hence, they always
indicate primary transmission irrespective of whetherehis
PUEA or not. The good users can then exploit this by isolating

Probablity of successful PUEA, Pouea
I I
o o

107

| // ey the malicious users as those device IDs which always inglicat

10° R stenc L primary transmission. In order to avoid being isolated, imal
T prabatity vt whieh malcious users e By cious users should launch Byzantine attacks with prokigbili

Plying < 1. However, values opiying < 0.5 result in low
Fig. 8. Performance of different spectrum decision mecmsifor varying probability of successful PUEA. Values pf;in, close to one
intensity of Byzantine attacki2[N] = 500 and £ [Nom] = 100. enable good users to isolate malicious users. Thus, masicio
users should launch Byzantine attacks with,, close to 0.5.
At this probability, the proposed protocol gives three osde
VI. SOME PRACTICAL CONSIDERATIONS of magnitude of improvement in reducing the probability of

) ) _ . successful PUEA, compared to the majority logic protocol.
We now present some practical considerations in imple-

menting the proposed protocol. The IEEE 802.22 [4] consists
of MAC protocol data units (MPDU) of two types- the generic
MPDU and the bandwidth request MPDU. The bandwidth We presented a distributed spectrum decision protocol re-
request MPDU is also used for initial network access (rangdient to PUEA in DSA networks. We first characterized the
ing) and to notify urgent co-existence situations (UCS)e Ttreceived power at any good secondary user using a flexible
proposed protocol requires only a single bit of informatiolog-normal sum approximation and used this to propose an
(i.e., whether a secondary user perceives PUEA or primandividual detection mechanism. We then used the decisions
transmission). This bit can easily be included in the badtlwi made by individual secondary users to develop a distributed
request header. This is possible even if the DSA netwoskectrum decision protocol that is resilient to PUEA coreldin
deploys the IEEE 802.16 [28] mesh or the IEEE 802.1ith Byzantine attacks. We presented a security analydiseof
[29] distributed co-ordination function (DCF) MAC protdso proposed protocol. Compared to the majority logic protpcol
When operating in the ad-hoc/mesh mode, users exchatige proposed protocol was found to reduce the probability of
beacons with each other to learn about their one-hop neighbsuccessful PUEA b$2%—100% in the presence of Byzantine
and to synchronize their timing information. The beacores aattacks while still following the spectrum evacuation agéte.
exchanged in every super-frame. Thus it only requires oS®me practical considerations were also presented for the
super-frame for users to obtain the information about PUB/plementation of the proposed protocol.

VII. CONCLUSION AND FUTURE WORK



The impact of the proposed protocol on the network perfgeo] N. C. Beaulieu, W. L. Hopkins, and P. J. Mclane, “Intgrien of

mance parameters is a topic for further study. The analysis o
the protocol when malicious users are not aware of PUEAY;
launched by others and also perform individual spectrum

sensing, is also under investigation.
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