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Abstract—In recent years, the security issues of the cognitive
radio (CR) networks have drawn a lot of research attentions.
Primary user emulation attack (PUEA), as one of common
attacks, compromises the spectrum sensing, where a malicious
user forestalls vacant channels by impersonating the primary
user to prevent other secondary users from accessing the idle
frequency bands. In this paper, we propose a new cooperative
spectrum sensing scheme, considering the existence of PUEA in
CR networks. In the proposed scheme, the sensing information
of different secondary users is combined at a fusion center
and the combining weights are optimized with the objective of
maximizing the detection probability of available channels under
the constraint of a required false alarm probability. We also
investigate the impact of the channel estimation errors on the
detection probability. Simulation and numerical results illustrate
the effectiveness of the proposed scheme in cooperative spectrum
sensing in the presence of PUEA.

Index Terms—Cognitive radio, cooperative spectrum sensing,
primary user emulation attack, security, optimization.

I. INTRODUCTION

S the ever-increasing growth of wireless communication

technology and the high demand of the capacity for
wireless services, the wireless frequency spectrum has become
a scarce resource in the past decade. On one hand, the available
spectrum is overcrowded and little space is left. On the other
hand, however, the precious spectrum assigned for exclusive
usage are not yet utilized efficiently. This situation gives rise
to a new technology paradigm, called “cognitive radio” (CR),
which allows unlicensed users to access the licensed frequency
bands without interfering with the licensed users [1] [2]. With
this novel technology, the spectral efficiency of the wireless
system is dramatically improved.

Cognitive radio generally includes four basic elements:
spectrum sensing, spectrum management, spectrum sharing
and spectrum mobility. Among them, Spectrum sensing is a
fundamental functionality where the secondary users monitor
the frequency spectrum and detect vacant channels to use.
The spectrum sensing can basically be classified as non-
cooperative sensing, cooperative sensing and interference-
based sensing [3]. Most research work currently focuses on
the cooperative spectrum sensing technique where a set of
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secondary users exchange the sensing information or send the
information to a fusion center to improve detection proba-
bility performance, taking into account that some secondary
users’ channels may be deteriorated by multi-path fading or
shadowing [4]. So far, several algorithms have been proposed
to implement cooperative sensing in CR networks. In [5], a
hard combining (HDC) method is proposed where the binary
detection results of multiple secondary users are converged
to a fusion center and the final decision is made based on
“l-out-of-n” rule. In [6], a soft combining method, equivalent
to maximal ratio combining (MRC), is developed where the
sensing statistics of different secondary users are combined
by using the optimal weight coefficients determined by the
instantaneous channel gain between the primary and secondary
user. It is shown that the soft combination yields a higher
detection probability than the hard combination. [7] formulates
the cooperative spectrum sensing as a nonlinear optimization
problem in which the interference to the primary users is
minimized. Different from [S] and [6], [8] and [9] propose
another cooperative sensing model without a fusion center
which applies the cooperative diversity to the spectrum sensing
and demonstrate that the performance gain is achieved due to
the inherent characteristic of spatial diversity.

As far as the security is concerned, the intrinsic properties
of CR networks pose new challenges to wireless communi-
cations. To date, there have been several research literatures
studying the security issues of CR networks. The potential
vulnerabilities and countermeasures for security are surveyed
in [10]-[12]. [13] specifies the objective function attack
which disrupts the artificial intelligence learning algorithms
of cognitive radios. [14] and [15] discuss how the attacker
compromises the transport (TCP) and MAC (IEEE 802.22)
layer protocol in CR networks. [16]-[19] concentrate on the
detection of the unknown/unauthorized users or malicious
users sending out erroneous messages deliberately in CR
networks. The primary user emulation attack (PUEA or PUE
attack) is first identified in [20] where the attacker occupies
the unused channels by emitting a signal with similar form
as the primary user so as to deter the access of the vacant
channels from other secondary users. A detection mechanism
is also proposed in [20] which exploits the distance ratio
and the distance difference to detect PUEA. In [21], PUEA
is detected through a sequential test without any knowledge
of location information, based on an analytical model on the
probability of successful PUEA given in [22]. In [23], how
the attacker emulates the characteristics of the primary user is
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modeled and the attacker is detected based on the difference
between the attacker’s and the primary user’s communication
channels. Apart from the detection of PUEA, the defense
schemes against PUEA have been studied as well [24]-[26].
In [24], a localization based defense technique is employed in
which a number of sensors are deployed to pinpoint the PUE
attacker collaboratively. In [25] and [26], the defense against
PUEA is modeled as a game theoretic or multi-armed bandit
problem, with or without the knowledge of channel statistics
respectively.

Although a variety of research efforts have been directed on
the detection and defense schemes of PUEA, the cooperative
spectrum sensing technique with the existence of PUEA is
not well understood. In this paper, we establish a model of
cooperative spectrum sensing in the presence of PUEA and
propose a scheme to maximize the detection probability of
primary user. As the PUEA is launched in a CR network using
cooperative sensing technique, each secondary user receives
the signals from both the attacker and the primary user and
sends its sensing information to a fusion center. The received
signal (or the sensing information) is then optimally combined
with some appropriate weights to maximize the detection
probability with a constraint of false alarm probability. The
optimal weights are related to the channel state information
(CSI) between the attacker and secondary users and between
the primary user and secondary users, which are estimated by
using existing channel estimation algorithms. The main contri-
bution of this paper is to maximize the detection probability of
the primary user by deriving the optimal combining weights,
considering the existence of the PUEA in a CR network. Note
that we assume the PUE attacker has been detected and this
paper thus centers on the detection of the primary user rather
than the detection of PUEA as in [16] and [21].

The rest of the paper is organized as follows. Section II
establishes the system model of cooperative sensing in CR
networks when PUEA is present and formulates the detection
probability of the primary user in the presence of PUEA.
Section III presents the optimal combining scheme and derives
the optimal weights to maximize the detection probability.
Simulation results are given in Section IV and the conclusion
is drawn in Section V.

II. SYSTEM MODEL

In this paper, we consider cooperative spectrum sensing in
a CR network where N secondary users detect the presence of
one primary transmitter, as shown in Figure 1. Taking PUEA
into the consideration, for 1 < ¢ < N, the signal received by
the ith secondary user at the kth time instant is,

yi(k) = av/Pyhypi(k)ay (k) + BY P i (k) (k) + ni(k),

ey
where x,(k) and x,, (k) are the signal transmitted by primary
user and attacker, with the power P, and P, respectively.
hpi(k) and h,,;(k) denote the instantaneous channel response
between primary user and ith secondary user and between
attacker and ith secondary user, respectively. n;(k) is the
additive white Gaussian noise at the ¢th secondary user with
zero mean and variance 02.  and 3 are two binary indicators

where @« = 1 or § = 1 indicates the presence of primary
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Fig. 1.  System model of cooperative spectrum sensing with PUEA in
cognitive radio network.

user or attacker and « = 0 or § = 0 implies their absence.
If no PUE attacker is detected, the indicator of the attacker
B = 0 and the conventional MRC method can be used in the
cooperative spectrum sensing [6]. Otherwise, 8 = 1, which
indicates that the PUE attacker is present and therefore the
combining scheme of MRC has to be redesigned to optimize
the performance of the spectrum sensing. In a cooperative
manner, the signals received by secondary users are weighted
by some coefficients w;,¢ = 1,2,..., N and converged to a
fusion center where a final decision is made, depending on
the absence or presence of the primary user. It is assumed
that the channels from secondary users to the fusion center
are perfect, e.g., dedicated control channel [6]. The combined
signal in the fusion center at the kth time instant is given
in Eq.(2). Note that the significant bandwidth is required in
forwarding continuous values of y;(k), 1 < ¢ < N. Some
forms of quantization for y;(k) thus need to be implemented
in practice. However, this issue is not studied in the paper.

We denote the absence and presence of primary user,
when the PUE attacker is present, as two hypotheses, Ho
and H; respectively, as given in Eq.(3). To classify between
Ho and H;, several methods can be applied in cooperative
sensing, such as matched filter detection, energy detection
and cyclostationary detection [3]. In this paper, we adopt the
energy detection method [4] in which M samples of the energy
of y(k) are summed during one detection interval,

M
Y => lyk)P. “)
k=1

The fusion center then calculates the decision statistic Y for
each detection interval to make a global decision.

The objective of cooperative spectrum sensing, as we will
discuss in Section III, is to find optimal weights w;,i =
1,2,..., N, to maximize the detection probability of the pri-
mary user under the constraint of a false alarm probability.
This paper differs from the previous work, such as [6] and
[7], in considering the existence of the PUE attacker in the
cognitive radio network.

III. COOPERATIVE SPECTRUM SENSING IN THE PRESENCE
OoF PUEA

In this section, we will derive the optimal weights to
maximize the detection performance in cooperative sensing
with the presence of PUEA. We will also examine the impact
of the channel estimation error on the detection performance.
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A. Optimal Combining Scheme

In the spectrum sensing of cognitive radio networks, false
alarm probability Py and detection probability Py over a
detection interval are defined as [27],

Pr = P.(Y > T|Ho), (%)
P;=P.(Y > TH1), (6)

where T' is a detection threshold. The following derivation
obtains the optimal weights Wept so that the detection prob-
ability P, is maximized under the constraint of a false alarm
probability P;. Therefore, the detection problem is described
as,

Wopt = arg mvf}X{Pd|Pf =(}, @)

where ¢ denotes a predefined false alarm probability and w is
a vector of weights for the combination at the fusion center,
which is given by,

W = [U)l,’lUQ,...,’LUN], (8)

and wopt is a vector of optimal weights,

Wopt = [wlopt y W2op59 00 wNopt]’ ©))

As in [6], primary user’s signal x, is assumed to be inde-
pendently and identically distributed (i.i.d) complex Gaussian
random variable with zero mean and unit variance. Due to the
similarity between malicious and primary signal in PUEA, the
attacker’s signal z,, can also follow the complex Gaussian
distribution. We assume that the existence of PUEA has been
detected by some detection approach [19] [21], such that
B = 1 for the entire spectrum sensing process. In addition,
all the channels are considered to be subject to block fading,
that is, hy,; (k) and hy,;(k) are constant within one detection
interval and k can thereby be omitted. For given h,; and

N
i=1 N
+ VP > wihi(k)x
i=1

N (3)
]f) + Zwmz(k), Hl(a = 1)
=1

humi, the combined signal y(k) is also a complex Gaussian
distributed random variable,

y(k’) { CN(O 0’0) 7‘[0

CN(O 0’1) Hi
where o2 and o7 are the variance of y(k) for Ho and H;
respectively,

(10)

+ Z |wl| 0n7
Zwihpi
i—1

O'O—

(11)

i=1

N
Sl
=1
(12)

As such, the decision statistic Y is compliant with the cen-
tral Chi-square (x?) distribution with 2 degrees of freedom
and parameters o3 and o for Ho and H; respectively [27],

Yo ~ X%JVI(U(%)> Ho

M
J— 2 J—
re ; )l = { Y~ X%NI(U%)> Hi

Hence, the false alarm probability Py and the detection
probability Py are expressed as,

(13)

T

P = —tan (14)
T

Py = T (15)

where I'(-) and T'(-, -) are Gamma function and upper incom-
plete Gamma function respectively [31].

Given Py = ¢, {( € [0,1], the decision threshold T is
represented as,

T =T"Y(M,(T(M))ag, (16)
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where T'"1(-,) is the inverse incomplete Gamma function
[31]. By inserting (16) into (15), P; can be rewritten as,
2
_ (o
I(M,I7 (M, CP(M)) )
P;= L
d F(M) )
Due to the monotonicity of Gamma function, for given M and
(, the optimization problem in (17) is equivalent to minimize
o2/o?.
Let hm = [hmi(k), hm2(k), s hn (B)]T, hp =
[hp1(k), hp2(k), ..., hpn (K)]T, 02 and of can be denoted by
two quadratic forms,

17)

08 = P, wHn,w" + orww, (18)
0? = PpywHuw! + PwHpw! + o2ww!l, (19

where H is the Hermitian transpose and H,, = hmhmH s

H, = hyh,”. Then,
(Tg PmWHmWH + JELWWH
U_% - p,wHw? + PpprwH + o2wwl
1 (20)
- wOw’
wodwl

where © = P,H,, ® = P,,Hp, + 021 and I is the identity
matrix. Note that ® and ® are both symmetric and ® is
positive definite and of rank 1, according to [28], the optimal
weight vector wopy is,

Wopt = (@ 'hp) " (21)
and the minimal o3 /o7 is,
2
og 1
—5 )min — y 22
(af) 14 Ph,"®-1h, 22

which can also be given by the largest eigenvalue \,q; of

P! 28] Using (17) and (22), the maximal detection

probability Py(wopt) is,

1

-1

D(M.T1 (0, PO )
(M) ’

Specially, if P,, = 0, i.e., the signal strength of the attacker
is negligible, wop¢ is simplified to th which is identical to
the conventional MRC method.

The rationale behind the proposed optimal combining
scheme is that the optimal weights form a “virtual” antenna
array which steers “null point” of its radiation pattern towards
the malicious user in order that the malicious signal compo-
nent can be eliminated from the received signal.

We have derived the optimal weights over one detection
interval during which the channel response is considered to be
constant. The average detection probability P; can be obtained
by averaging P;(w) over fading channels [5],

Pd—//Pdwopt

where f(hp) and f(hy,) denote the probability density func-
tions (PDF) of the signal-to-noise ratio (SNR) over the fading
channel which may follow Rayleigh, Rician or Nakagami
distribution.

Pd(wopt) == (23)

hp) f (hm)dhpdhm 24)
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B. Impact of the Channel Estimation Error on Detection
Probability

From the above derivations, we find that the optimization
of the combining weights requires the information of hy, and
h,,, which are the channel state information between the
primary user and secondary users and between the attacker
and secondary users. Due to the lack of interaction between
primary and secondary users in cognitive radio networks, it is
difficult for secondary users to have the perfect channel state
information. However, the channel information, both for the
primary user and the attacker, can be obtained by the blind
estimation method [23] [29].

Compared with the conventional energy detection, the pro-
posed scheme needs to estimate the channel information and
the estimation error of CSI is not negligible. To give an in-
depth insight to the impact of the channel estimation error on
the detection performance, we model the estimated CSI flp
and flm as,

h, = hy, + ep, (25)

hm = hy + €m, (26)

where e, and ey, represent the estimation error which can
be assumed to be Gaussian distributed random variables with
the mean square values 02 and o2 . respectively [30]. In
consideration of the channel estimation error, the average
detection probability in (24) can be rewritten as,

Pi= / Pa(Wopt) f (hp) f (hm) f (€p) f (€m) dhpdhumdepdern.

27
[W1,,,,W2,,,, s WN,,,] is a vector of optimal
weights calculated by (21) using flp and hy,. We will show
the impact of different mean square estimation (MSE) error
on the detection performance in Section IV.

where Wopt =

IV. SIMULATION RESULTS

We implement the simulations of the cooperative sensing
scheme with the existence of PUEA. The channels are as-
sumed to be identically and independently distributed block
Rayleigh fading. The number of samples within a detection
interval is M = 3.

Figure 2 displays the detection probability versus false
alarm probability for our optimal combining scheme, the
conventional MRC and non-cooperative sensing scheme when
considering the presence of PUEA in the CR network. In
the simulation, all channel information are assumed to be
known to the secondary users. The average SNR is set as
0 dB and the emitting power of the primary user and the
attacker is P, = P, = 1. Since we assume that the channel
information can be obtained by secondary users through the
estimation algorithm, the optimal weight in conventional MRC
is modified as h; rather than |h,;|* as in [6]. From Figure 2,
we find that the detection probability of conventional MRC
and non-cooperative schemes are both severely compromised
by PUEA. In our optimal combining scheme, as the PUEA
has been detected, the optimal weights are set as in (21) and a
significant improvement of detection performance is observed,
compared to the conventional MRC and non-cooperation
schemes. Essentially, the proposed optimal combining scheme
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Fig. 2. Detection probability versus false alarm probability for the proposed
optimal combining, conventional MRC and non-cooperative sensing schemes,
SNR =0dB, N =4.

considers the channel information between the attacker and
secondary users, hy,, as a result, the malicious signal is
mitigated from received signal and thus the better detection
performance is obtained.

Figure 3 illustrates the performance of the detection prob-
ability versus the signal-to-noise ratio of the cooperative
sensing when PUEA is present. In the simulation, the false
alarm probability is set as Py = 107! and SNR between
primary and secondary users is defined as -y, which is assumed
to be same for each secondary user. Here, we define

(28)

which normalizes attacker’s power in terms of primary user’s
power. A large p indicates a strong attacker. In Figure 3, the
detection performance of the proposed combination scheme is
compared with the conventional MRC scheme where the p is
given as 0.1, 1 and 10, respectively. It is seen from Figure 3
that the detection probability is improved with increasing
average SNR. It also notes that the proposed combining
scheme always has performance gain over the conventional
MRC as the SNR increases from -15 dB to 15 dB. And
as p increases from 0.1 to 10, the detection probabilities
of both schemes are decreased and the conventional MRC
exhibits more remarkable performance degradation. It is also
viewed that the detection probability of conventional MRC is
approximately constant over different SNR when p = 10. This
is because the strength of malicious signal is dominant over
the noise power such that the detection performance is poor
even when the average SNR is very high.

Furthermore, we plot the detection performance considering
various values of o7 and o7 , which indicates the accuracy
of the channel estimation. In our simulation, the one of agp
and ogm is set as -15 dB, -10 dB and -5 dB and the other
is fixed to be -15dB. The larger error implies the more
difficulty of the estimation method. The average SNR is O
dB. Considering the difficulties of estimating the CSI at the
secondary users, we investigate the detection performance with
a relatively large channel estimation error in the simulation

T
—#— Proposed combining scheme, p=0.1
—6— Proposed combining scheme, p=1
—&— Proposed combining scheme, p=10
*# - Conventional MRC, p=0.1

O Conventional MRC, p=1
A Conventional MRC, p=10

0.9

0.8

07

0.6

0.5

0.4

Detection probability P,

0.3

-5 5
SNR between primary and secondary user 1, (dB)

Fig. 3. Detection probability versus average SNR +y,, for the proposed optimal
combining and conventional MRC schemes, Py = 10~ and p = 0.1, 1, 10,
N =4.

1 T T s T
0 o2 =-15dB, 0> =-15dB, simulation
ep em
09 o2 =-15dB, 0= -15dB, numerical : : : “q
o em 4
o 0% =-150B, o7 = -10dB, simulation f
08 _ _ _ @ 158, 6% =-100B, numerical : : : ’ i}
ep " Vem ~ ’ 7
A o® =-15dB, o> = -5dB, simulation 4
07 o om : : CogA 7
- — - o =-15dB, o> = -5dB, numerical s
. ep em "y
> 06F ¢ 7
: s
E]
I} L [ : z7 . : s
g o5 ZHEVN
5 e
g 7
2 o04f CHPE 7
7 - e
[=} . -
oL A
031 ~a” _ac 7
LT A
L RN i
02 T
_ b s
r LA
0.1 Fop= A 3
0 - '
107° 107 ! 10°

False alarm probability P,

Fig. 4. Comparison of simulation and numerical results when a£p= -15 dB
and agm =-15dB, -10dB, -5dB, SNR=0dB, N = 2.

(e.g., -5 dB). We also perform the numerical calculation of
the detection probability and compare the results with the
simulation in Figure 4 and 5. Figure 4 compares the simulation
and numerical results when o7 = -15 dB and o2 = -15 dB,
-10 dB, -5 dB and Figure 5 compares the simulation and
numerical results when o7 = -15 dB and o7 = -15 dB, -
10 dB, -5 dB. The numerical results are calculated based on
Eq.(27). The number of secondary users is set to be N = 2
instead of N = 4 due to the high complexity of the numerical
calculation for the case of four or more secondary users.
The results of comparison in Figure 4 and 5 show that the
simulation and numerical results match very well.

In addition, Figure 6 and 7 compare the detection perfor-
mance of the proposed combination with the conventional
MRC scheme when the number of secondary users N = 4.
Similar as the two secondary users case, the one of agp
and o2 is set as -15 dB, -10 dB and -5 dB and the
other is fixed to be -15dB. It is seen that the proposed
optimal combining scheme exhibits better performance than
the conventional MRC for the various estimation error. Notice
that the conventional MRC scheme does not require the CSI
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Fig. 6. Detection performance of proposed optimal combining and conven-
tional MRC scheme, 02 = -15 dB, -10 dB, -5 dB and o = -15 dB, SNR
=0dB, N =4.

between attacker and secondary user, its performance is not
affected by the change of Ugm (see Figure 6).

V. CONCLUSION

In this paper, we have studied cooperative spectrum sensing
in CR network in the presence of primary user emulation
attack. PUEA is an attack in cognitive radio networks where
the malicious user pretends to be the primary user to preempt
idle channels by transmitting a similar signal as the primary
user. To maximize the detection probability of primary user
with the presence of PUEA, we use the channel information
between primary user and secondary users and between at-
tacker and secondary users to derive the optimal weights for
a optimal combining scheme so that the detection probability
of the primary user is optimized under the constraint of a
required false alarm probability. In essence, the proposed
scheme takes advantage of a set of cooperative sensors to
eliminate the malicious signal. Simulation results show the
detection performance improvement of the proposed optimal
combining scheme. The simulation results show that the
optimal combining scheme yields better performance than the
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Fig. 7. Detection performance of proposed optimal combining and conven-
tional MRC scheme, o2 =-15 dB, -10 dB, -5 dB and 07 = -15 dB, SNR
=0dB, N =4.

conventional MRC method. We also analyze the impact of
channel estimation error on the detection performance. The
numerical results accord with the simulation results and the
detection performance is improved even when the channel
estimation error is relatively large.
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