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Theoretical foundations, example applications, and future directions

ernel-based learning (KBL) methods have recently

become prevalent in many engineering applica-

tions, notably in signal processing and communica-

tions. The increased interest is mainly driven by the

practical need of being able to develop efficient
nonlinear algorithms, which can obtain significant performance
improvements over their linear counterparts at the price of gen-
erally higher computational complexity. In this article, an over-
view of applying various KBL methods to statistical signal
processing-related open issues in cognitive radio networks
(CRNs) is presented. It is demonstrated that KBL methods
provide a powerful set of tools for CRNs and enable rigorous for-
mulation and effective solutions to both long-standing and
emerging design problems.

INTRODUCTION AND MOTIVATION

In the past decade, we have witnessed a dramatic growth in
wireless communications due to the popularity of smart-
phones, mobile TVs, and many other wireless devices. The ever-
increasing demand for high data rates in the face of limited
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spectral resources has motivated the introduction of cognitive
radio (CR) [1]. The key idea behind CR is to allow secondary
users (SUs) to exploit the spectral resources that have been
licensed to primary users (PUs), but are underutilized, in a
dynamic, opportunistic, and adaptive manner. An SU utilizes
sensing and learning machines to be aware of his or her sur-
rounding environment and adapts his or her internal states to
statistical variations of the environment [2]. Although world-
wide active efforts have been made for enabling CRNs in the
past few years [3], many technical challenges still remain
unsolved. A few related to statistical signal processing [4]
include spectrum sensing, information fusion, irregular cover-
age boundary detection, robust signal classification, and spec-
trum occupancy online prediction.

KBL [5] exhibits the potential to provide effective solutions
to many of these technical challenges. It has a number of
attractive merits for statistical signal processing, e.g., nonlin-
ear system designs, high-dimensional data processing, and
superior computation efficiency [6]-[10]. Furthermore, there
is a recent trend of applying machine learning to CRNs
[11]-[14], especially an increasing interest in tailoring KBL
methods to statistical signal processing-related issues in CRNs
(e.g., [15] and [16]).
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In light of these benefits, this article pro-
vides an overview of applying KBL methods
to statistical signal processing in CRNs,
which covers a wide range of topics related
to both long-standing and recent-emerging
design problems. The goal of this article
is twofold. The first is to present theoretical
foundations and main techniques in i~
KBL, suitable for signal processing and

communications communities. Special \
emphasis is placed on the nonlinear and
high-dimensional signal processing capabil-
ity of KBL methods. The second is to present
approaches on how to apply the powerful set
of KBL tools to resolve several challenging
issues in CRNs. The focus is on the kernel
part of various applications and, more
importantly, we compare with the use of
nonkernel methods to demonstrate both the
advantages and the disadvantages of using
KBL. We hope that this article with interdis-
ciplinary perspectives will stimulate more interests in KBL theory
and its applications in the signal processing and communica-
tions communities.

NOTATION

Lowercase and uppercase boldface letters stand for column
vectors and matrices, respectively. ()7 and () ! denote the
transposition and inverse of a matrix, respectively. Diag
(x1,..., xn) represents an N XN diagonal matrix with diagonal
entries x1,..., xn. On (1x) denotes an N X 1 vector of all zeros
(ones) and Iy denotes an N X N identity matrix. || x |, denotes
the two-norm of a vector x, | X ||» denotes the Frobenius norm
of matrix X, and (x, y) represents the inner product of x and y.

KERNEL-BASED LEARNING:

BASIC CONCEPTS, TOOLS, AND METHODS

In this section, we provide a brief review of KBL theory, showing
its relevance in signal processing and communications applica-
tions. The basic concepts, tools, and kernel methods discussed in
this section will be applied to research issues in CRNs as pre-
sented in the sections “Applications of Kernel-Based Learning in
CRNs” and “Additional Applications and Future Directions.”

CONCEPTS

There is a long history of constructing machines capable of
learning from data within the statistical framework. Johann Carl
Friedrich Gauss proposed the idea of least squares regression in
the 18th century, while Ronald Aylmer Fisher’s approach to clas-
sification in the 1930s provides the starting point for most analy-
ses and methods [17]. Using hypotheses that form linear
combinations of the input variables, linear learning machines
for classification and regression problems dominated the
research until the 1960s, when the limited computational power
of them in dealing with many complex real-world problems was

(a)

2 N

®:X=R2-F=R ,
(X1, Xo) = (21, 23, 23) = (X7, V2X1Xp, X3)

[FIG1] An introductory binary classification example [7]. By mapping data x = (x4, x2)
in (a) two-dimensional (2-D) input space X = R? via nonlinear mapping ® () onto a
(b) three-dimensional feature space J = R?, the data become linearly separable.

highlighted [18]. KBL, which has gained considerable popularity
during the last 15 years, has offered a promising solution to
increase the computational capability based on a breakthrough
in the design of efficient nonlinear learning algorithms.
Specifically, in KBL theory, data x in the input space X is
projected onto a potentially much higher dimensional feature
space JF via a nonlinear mapping @ as follows:
Q. X - F, x~0(x). (1)
For a given learning problem, one now works with the
mapped data ®(x) € F instead of x € X (see Figure 1 as an
example). The data in the input space can be projected onto
different feature spaces with different mappings. The diversity
of feature spaces gives us more choices to gain better perfor-
mance, while in practice the choice itself of a proper mapping
for any given real-world problem may generally be nontrivial.
Fortunately, originally proposed in [18], the kernel trick
provides an elegant mathematical means to construct power-
ful nonlinear variants of most well-known statistical linear
techniques, without knowing the mapping ® explicitly.
Indeed, one only needs to replace the inner product operator
of a linear technique with an appropriate kernel k (i.e., a posi-
tive semidefinite symmetric function), which arises as a simi-
larity measure that can be thought of as an inner product
between pairs of data in the feature space
k(xi, x;) 1 =(® (x:), @ (X)), VX, X; € X. (2)
Table 1 lists the most widely used kernels, which can be
divided into two categories: projective kernels (functions of inner
product) and radial kernels (functions of distance). These kernels
implicitly map the data onto high-dimensional spaces, even
infinite-dimensional spaces.
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[TABLE 11 COMMONLY USED KERNELS WITH PARAMETERS ¢ > 0, p € N+, AND o > 0.

KERNELS (PROJECTIVE) EXPRESSIONS

MONOMIAL i, )Y
POLYNOMIAL ({xi, %)) +¢)?
EXPONENTIAL exp((x;, ;)/25%)

SIGMOID (PERCEPTRON) tanh((x;, ;)0 +¢)

KERNELS (RADIAL)

EXPRESSIONS

GAUSSIAN exp(=I|xi —x;[3/20%)
LAPLACIAN exp (= xi — x;|,/262)
MULTIQUADRATIC 1% —x;[E +c
INVERSE MULTIQUADRATIC 1% —x B +c

TOOLS

The introduction of kernels greatly increases the computational
capability by constructing nonlinear learning machines for data in
the input space, while retaining the underlying linearity in the fea-
ture space that will ensure that learning remains tractable. The
increased computational capability, however, leads to new techni-
cal challenges, such as numerical instabilities and inferior general-
ization performance. The literature provides a few powerful
mathematical tools (e.g., regularization, generalization, and opti-
mization) to tackle these challenges, and we refer interested read-
ers to [5]-[7] as entry points, and [8]-[10] for more advanced
results.

Briefly, the regularization theory serves as a tool to control the
complexity of the model used for explaining the training data, by
mainly utilizing objective functions that involve both an empiri-
cal loss term and a regularization term [10]. The generalization
theory provides theoretical insights on learning machines from a
statistical point of view by introducing several complexity mea-
sures, such as the Vapnik—Chervonenkis (VC) dimension, and
illustrating how to derive bounds on the generalization error [6].
The optimization theory, notably the convex optimization theory,
can be seen as a mathematical tool concerned with characterizing
practical solutions of various KBL problems and developing effec-
tive algorithms for finding the solutions [7].

KERNEL METHODS

Kernel methods are counterparts of linear methods that are
implemented in feature spaces. Pioneered by support vector
machines (SVMs) [6], kernel methods have recently gained wide
popularity, mainly due to the theoretical guarantees regarding
performance and powerful nonlinear algorithms. Besides SVMs,
the most well-known kernel methods include kernel Fisher dis-
criminant analysis (FDA) [19], kernel K-means clustering [20],
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[FIG2] Anillustrative example of CSS in the presence of
spectrum attackers.

kernel principal component analysis (PCA) [5], and kernel online
learning [9]. These methods have shown practical relevance for
many signal processing-related engineering applications. We will
discuss some of these KBL methods along with presentations of
example applications in statistical signal processing-related open
issues in CRNs.

APPLICATIONS OF KERNEL-BASED LEARNING IN CRNs

APPLICATION 1: KERNEL CLUSTERING FOR ATTACKER
DETECTION IN COLLABORATIVE SPECTRUM SENSING
Spectrum sensing is a fundamental issue in CRNs, which
detects the presence (1) or absence (o) of a licensed/
primary user signal over a radio frequency band [21]. To com-
bat the impacts of multipath fading, shadowing, and receiver
uncertainty, collaborative spectrum sensing (CSS) among mul-
tiple spectrum sensors has been proposed as an effective method
by exploiting spatial diversity [22], [23]. However, due to the
openness of low-layer protocol stacks in CR devices, many secu-
rity threats in CSS have been raised (see, e.g., [24]-[26] and the
recent reviews [27] and [28]). As a case study, we propose to
apply robust clustering algorithms to distinguish spectrum
attackers from honest sensors in CSS and show the advantages
and the disadvantages of a kernel clustering algorithm over its
nonkernel counterpart.

PROBLEM STATEMENT
As shown in Figure 2, we consider a CRN with N spectrum
sensors and one fusion center (FC) collaboratively detecting the
presence of a primary signal over a given channel, which is mod-
eled as an ON/OFF renewal process. An ON period represents a
time duration in which the primary signal is present and an OFF
period is a time duration in which the primary signal is absent and
the CRN is allowed to utilize the channel for its data transmission.
Each spectrum sensor captures the signal periodically, and reports
its “original” (from an honest sensor) or “false” (from a spectrum
attacker) observation to the FC. The FC fuses the collected sensing
reports and makes a decision on the presence ( 1) or absence
(Ho) of the primary signal. The goal of a spectrum attacker, which
injects attack data into its original observation, is to mislead the
FC to make a wrong decision.

Specifically, if an energy detector is used, the sensing report of
spectrum sensor 72 in the fth sensing period can be given as [29]

Xnt = Pt - 1H1}+N0+Em‘+0nt, ﬂ=1,2,...,

energy detector output (7yr)

Nit=1,2,....p,

&)
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where 1 is an indicator function, 75 is the output of the energy
detector including the received primary signal power Py, the noise
power NNy, and the Gaussian measurement error £, with zero
mean and variance 622 = (Pu- Ly +No)2/Nsam. Neam is the
number of samples in each sensing period. Notably, 0., represents
the attack data, which is zero if spectrum sensor 7 is a honest sen-
sor and nonzero if it is a spectrum attacker. There are two types of
harmful attacks:

1) In Type-1, an attacker injects positive attack data (0, > 0),

which aims to increase the false-positive rate (classifying the

absence of a primary signal as present).

2) In Type-2, an attacker injects negative attack data (0,+ < 0),

which aims to increase the false-negative rate (classifying the

presence of a primary signal as absent).
Generally, a Type-1 attack results in lower spectrum utilization for
SUs, and a Type-2 attack results in more interference to the PU.
Therefore, to mitigate wrong decisions, the FC must be able to
correctly identify any spectrum attackers before fusing the sensing
reports to make a final decision.

Comprehensive reviews of related studies on this topic have
been recently given in [27] and [28]. Different from the existing
studies, two powerful clustering algorithms in the field of data
mining will be applied at the FC to detect multiple attackers
simultaneously, without a priori information about the attackers’
strategy. The basic idea is as follows: After collecting the sensing
reports from all spectrum sensors in p successive sensing periods,
the FC seeks a partition of a set of p-dimensional vectors
X :={x1,Xy,..., x5} with the aid of analyzing the similarity
among the vectors, such that the honest sensors and the spectrum
attackers are grouped into different clusters. Note that
Xn:= (Xn1, Xn2,..., Xnp) | is a sensing report vector of sensor 7 in
p successive sensing periods.

SPECTRUM ATTACKER DETECTION
USING K-MEANS CLUSTERING
Among the algorithms that cluster data represented by vectors,
K-means clustering (KMC) is one of the most popular schemes
with well-documented merits [30], [31]. Under the framework of
KMC, the data model in (3) can be rewritten in a vector form as
Xp=M¢+V,+0,, n=12.,N, (4)
where m. denotes the cluster centroid of the honest sensors,
Vi = (Un1, Un2, ..., vmp) T is a Gaussian vector capturing the devia-
tion of x, from the pX1 centroid vector m., and
0n:= (0n1, On2, ..., 0p) T denotes the attack data vector. One prac-
tical and common assumption in the literature is that the pres-
ence of spectrum attackers is sparse [28] and most of the 0,s in (4)
are zero. Consequently, the unknowns {m¢, 0,} can now be esti-
mated using the least squares (LS) approach, which can be formu-
lated as

N N
mi{nim}ze > | xn —mc—o0n[3 subjectto D 1go.>0 <M,

L —
®)

n=1

where the constraint in (5) means that the number of
attackers is no larger than M. This optimization problem is
well known as NP-hard [30]. To efficiently resolve the
problem, a suboptimal yet practical algorithm along the
lines of [20] will be developed. Consider first the Lagrangian
form of (5)

N N
mi(g}fgggzenil %2 = me = 0a |3 + lnzl l[on ;s (6)
where A is an attacker-controlling parameter with respect to M.
The pseudo-Zo-norm | o||y:= ZHNZI 1gjosl, >0y in (5) was surro-
gated by its convex /i-norm [|o|, := ZHNZI | 0], in (6), follow-
ing the successful compressive sensing paradigm [32]. Now the
problem in (6) is convex in both {m.} and {o,}, but jointly non-
convex. The per-variable convexity motivates a KMC solver as
shown next in Algorithm 1:

Algorithm 1: Attacker Detection Using KMC
1) Initialization: Input sensing data matrix
X:=[x1x2...xn], select A using a grid search technique as
described in [33] to satisfy Zle L4109y, >03 <M, and set
09:=10\" 0 ... 0] to zero.
2)fort =1,2,...do
3) Update the p X 1 centroid matrix M¥ =(X —0“ V) 1,/
N=mY.
4) Update the p XN attack data matrix 0% via oY =
max{r?[1— /2] r?[)],0,), where r¥:=x,-m¥ vn =
1,2,...N.
5) end for

The for-loop is terminated when the #th iteration satisfies
[MO =MV /MO < €5, where € is a small positive
threshold (e.g., 107).

SPECTRUM ATTACKER DETECTION USING KERNEL KMC
As shown in (5) and (6), with the Euclidean distance as a simi-
larity measure, the KMC algorithm favors clustering the
underlying data vectors that are of spherical shape and linearly
separable. However, in the considered problem, the set
of p-dimensional sensing report vectors X : = {x1, X, ..., Xn} is
neither of standard spherical shape nor linearly separable,
since the data distributions for the presence ( /1) and absence
(o) of the primary signal are heterogeneous as shown in (3).
To bypass this hurdle, an effective approach is to design a ker-
nelized version of the KMC algorithm, where the sensing
report vector x, € R” is mapped to a higher (even infinite)
dimensional feature space JF via a nonlinear function
@ :R” — F. Thus, linearly separable partition in feature space
JF enables nonlinearly separable partition in the original data
space R”.

Following the kernel method in [18], the KMC algorithm
can be kernelized without knowing the mapping ® explicitly.
The key idea is to replace the inner product operations, on the
input sensing report vectors, with an appropriate kernel func-
tion (see Table 1). Suppose that there exists an N X N matrix A
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Note that the key kernel operation

—=— KMC P -10 —e- KMC P.. (p =1 of the kernel KMC solver lies in the

o ey fifth line, i.e., | T : = y/(T¥ YKL
—v— Kemnel KMC P,;(p=10) —A-- Kernel KMC Py, (p = 100) » e 1Ll n noe
—6— KMC Py, (p=10) ~-8- KMC Ppq (p = 300) Furthermore, to enable a fair compari-
—A— Kemel KMC Py, (p=10)  --¥-- Kemel KMC P,y (p = 300) son of the attacker detection perfor-
—&- KMC P,y (p = 100) --e-- KMC Py, (p = 300) mance, the convergence condition of
—v-- Kemel KMC P, (p=100) --A-- Kemel KMC P, (p = 300) the kernel KMC iterations is set to be

the same as the KMC algorithm.

Probabilities

MAIN RESULTS AND INSIGHTS

1) Kernel parameter selection: The
selection of the optimal kernel parame-
ters is very important in KBL methods,
which is often stated as an open prob-
lem [5]-[7]. In this article, we focus on
the scenario that the CRN environ-
ment is stationary or quasistationary,
which is a case commonly considered
in the CRN research community. For
this case, kernel parameters are deter-
mined by exhaustive search or cross-
validation in the training period.
Specifically, in this application, the
Gaussian kernel is used and the kernel
parameter o2 is set as the variance esti-

1076 i i i mate of the entire data set X as
0.1 0.12 0.14 0.16 0.2 described in [34].
Attack Strength (dB) 2) Detection performance compari-
son: In this application, both KMC
[FIG3] Attacker detection performance of KMC and kernel KMC algorithms under and kernel KMC are, in essence, batch

different attack strengths. In this simulation, N = 10 and M = 2. The probability P4
characterizes the cases that an attacker is incorrectly classified as an honest sensor and

or offline algorithms. The algorithms

the P measures the cases that an honest sensor is incorrectly classified as an attacker. are implemented after p successive

such that the p XN attack data matrix satisfies O = XA,
X:=[x1 X2... xy]is the p X N sensing data matrix. Then, we can
rewrite the p X 1 centroid matrix as M = (X —0)1x/N =XB,
where the N XN matrix B:= (Iy —A) 15/N. Neglecting the
mathematical derivations, the kernel KMC solver is summa-
rized next in Algorithm 2:

Algorithm 2: Attacker Detection Using Kernel KMC
1) Initialization: Input sensing data matrix X =[x1 X2 ... Xw],
select A using a grid search technique as described in [33] to
satisfy 227:1 Lijio@1,> 01 <M and calculate the N X N kernel
matrix K with entries K : = k (x;, x;). Initialize A to zero.
2)fort=1,2,...do
3) Update BY =(Iy —A“"Y)1x/N.
4) Update AY =1y —B“(1x)7, where the nth column of AY
is denoted as "¢\,
5) Update A®, where the nth column of A® is given by
a) = max ('Y [1 - (A/2[ T [lk)1, 0,}.
6) end for
7) Calculate M = XB®,
8) Calculate 0¥ = XAY,

sensing periods. It is observed in
Figure 3 that, for both clustering
algorithms, an increasing dimensionality p of the sensing
report vectors generally yields better detection
performance; and the kernel KMC algorithm yields better
detection performance than the KMC algorithm, which
mainly benefits from its capability of identifying nonlin-
early separable clusters.
3) Computational complexity analysis: After careful evalua-
tion, it is found that
e For the KMC algorithm, it performs O(/Np) scalar oper-
ations per iteration and requires storing O(Np) scalar
variables.
e For the kernel KMC algorithm, it is noted that the
p XN sensing data matrix X is used when calculating
the kernel matrix K, the final centroid matrix M, and the
final attack data matrix O, which are all performed
outside the for-loop. Thus, it requires O(N°) operations
per-iteration and O(NV?) spaces. Consequently, in the
high-dimensional data regime (e.g., p = 300 > N? = 10°
in Figure 3), kernel KMC not only improves the attacker
detection performance, but also offers processing and
memory savings.
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APPLICATION 2: KERNEL FISHER DISCRIMINANT
ANALYSIS FOR RANDOM PU NETWORK DETECTION

In general, Fisher discriminant analysis (FDA) addresses the fol-
lowing question: Given a data set, say, with two classes, which is
the best feature or feature set to discriminate the two classes
[17]? We show its application in the multiuser information
fusion problem. We will first discuss the use of the well-known
linear FDA in the issue of random primary user network detec-
tion in CRNs, and then show the performance improvement from
using the kernel FDA.

PROBLEM STATEMENT

The problem of random PU network detection was first
addressed in [35]. As shown in Figure 4, the primary transmit-
ters (PTxs) are randomly distributed in a 2-D space, following a
Poisson point process. Each primary receiver (PRx) is uniformly
distributed around its PTx in a small disc area. An SU located at
the origin tries to detect the presence of any PRx within a given
disc detection area A, with the help of N, secondary coopera-
tors (SCs). If there is no PRx within A, the SU can transmit its
signal safely. However, if there is at least one PRx, the SU must
cease its transmission to avoid inflicting interference to the pri-
mary reception. Let ¥ be a random variable that indicates
whether there is any PU receiver within A. The goal is to cor-
rectly distinguish the PRx-present case (Y =1) from the PRx-
absent case (Y =0).

Due to the lack of cooperation from the PU network, the
SU has no prior knowledge of the location information of
the PRxs. Therefore, the SU has to determine Y by
analyzing the sensing results of itself and its SCs, i.e., the
vector Xx:= (xo, X1,...,xn.)7, where the entry xo and
xi, 1 =1,2,..., Ns denote the total energy received by the SU and
the 7th SCs, respectively. The problem is in essence a multiuser
information fusion problem—that is, how do you efficiently fuse
the sensing results from multiple users to detect the presence of
any PRx within a given detection area as accurately as possible?

LIKELIHOOD-RATIO TEST DETECTOR

The likelihood-ratio test (LRT) has been shown to be the optimal
fusion rule according to the Neyman-Pearson criterion, which is
obtained by performing the following likelihood ratio testing:

= = T, )

where £y=1 (fy=0) is the probability distribution function (pdf)
of x given that Y =1(Y =0), T is the decision threshold. For
the LRT detector, we require the calculation of the pdf of x,
given that Y = 1and Y = 0, which is mathematically intractable.
Therefore, the design of a detector with low complexity and
good performance is needed in practice.

LINEAR FUSION-BASED

COOPERATIVE DETECTION USING LINEAR FDA

To design a simple and efficient detector, a linear fusion rule is
usually adopted, which can be given as

|PRx-Present Case (Y= 1)| |PRx-Absent Case (Y= 0)|

= Primary Tran\an/itter (PTx) o Primary Receiver (PRx)
@ Secondary User (SU) @ Secondary Cooperator (SC)

[FIG4] An illustration of random primary user network
detection. The PTxs are randomly distributed in a 2-D space.
Each PRx is uniformly distributed around its PTx in a small disc
area. An SU located at the origin tries to detect the presence of
any PRx within a given disc detection area A, with the help of
several SCs.

r Nsc Y=1
D = W X = 2 WnXn % Tlmeary (8)
n=0 Y=0

where w:= (w1, ws, ..., wn,) " is the vector of the linear coeffi-
cients. Now, the problem is how to determine the value of the
linear coefficient vector w. The optimal w is the one that maxi-
mizes the detection probability Pr{w’x > Tiner | ¥ = 1}, while
minimizing the false alarm probability Pr{w’x = Tinear | Y = 0}.
However, considering the randomness in the PU network
model, a closed-form expression of the optimal linear
coefficients is not easy to obtain. To circumvent this problem,
[35] uses the linear FDA to determine a set of suboptimal linear
coefficients.

The linear FDA finds a linear coefficient vector w’ ™ that
most clearly separates the different cases by assigning a higher
linear coefficient to a more significant sensing result.
Specifically, linear FDA maximizes the so-called Rayleigh
coefficient [17]

_ w'Spw
Sy = 7S o)

with respect to w to obtain wX 4 i.e., Wi~ = arg maxy J(w),

where Sp=(m;—mo)(mi—mo)” and Sw = Zyzg,lzxejy
(x —my)(x —my)7 are the between- and within-class scatter
matrices respectively, m (mo) and 71 (7o) denote the mean and
the sensing result set given that Y =1 (Y = 0). According to [17],
the optimal linear FDA coefficient vector can be derived as

wh A = Sﬂ}(m1 —my). (10)

NONLINEAR FUSION-BASED

COOPERATIVE DETECTION USING KERNEL FDA

Linear FDA is a linear technique in nature, and it is often limited
and inadequate to derive more efficient and general information
fusion algorithms. To better express the discriminant and thus
improve the detection performance, we introduce a kernelized
version of linear FDA to reformulate the above problem.
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[FIG5] The receiver operating characteristic (ROC) curves for
the linear ECC [29], the linear FDA [35], and the proposed
kernel FDA-based cooperative detection algorithms. The
Gaussian kernel is used and the kernel parameter ¢ is set as
the variance estimate of the training sample data set

[x1 X2 ... x.] as described in [34]. The radius of the SU detection
area is 300 m, and the transmission range of the PTx is 150 m.
The SU network consists of one SU at the origin and Ny =4
SCs located 100 m, 200 m, 300 m, and 400 m away from the
origin, respectively. The other experiment configurations are
the same as in [35].

The key idea of kernel FDA is to solve a linear fusion prob-
lem in a kernel feature space F, thereby yielding a nonlinear
fusion rule in the original input space. Let ® be the nonlinear
mapping as defined in (1), the discriminant coefficient in the
feature space F can be obtained by maximizing

D TQ9,,,P

where w®e FS§=m!-md)m?-md)” and S§=
Do Dy (@) = m$) (@ (x) —mP)’. Note that m$ (m) is
the mean vector of the sensing results in feature space given
thatY =1(Y =0).

To build the kernel FDA [19] in the feature space F, we first
need to reformulate (11) in terms of inner products of input data,
which can then be replaced by kernels. From [19], we know that
any solution w® must lie in the span of all training samples
(D (x1), P(x2), ..., (x.)} in F. Therefore, we express w® as

L
=2 vi®(x), (12)
i=1
and we further have
L Ly
Z Z KO (x)), D (x)))
L
Z vikx;, x) =vTky,v¥Ye{0,1}, (13)
where x! denotes the ith training sample vector of sensing

results in the original data space given that Y {0,1},
vi=(1,02...,v1) " and (ky);: = (1/Ly) ILilk(Xj,X,Y).

Substituting (12) and (13) into (11), the optimization problem
can be rewritten as

ra
VA = arg max J(v): = w, (14)

v v Swv
where Si = (ki —ko) (ki —ko)” and Sw= ZY:M Ky (I, —

1.,17,/Ly)K?. Ky is an L X Ly kernel matrix with (Ky)wm:=
k(Xn, X).

To maximize J(v) with respect to v, one could obtain v
by finding the leading eigenvector of Sy*Sp [19]. Although
there exist many efficient eigenvalue problem solvers, one
problem remains: for a large training sample size L, the matri-
ces Sp and Sw become large and the solutions v~ are non-
sparse. One way of dealing with this problem is to reformulate
kernel FDA as a convex quadratic programming problem (refer
to [7] for details).

Finally, for the problem of random PU network detection, a
nonlinear fusion-based detector, using kernel FDA, can be
expressed as

K—FDA

1

(We,®(x)) = z o (x;, x ) kada, (15)

i=1

) /\|vF

where T is an adjustable sensing threshold.

MAIN RESULTS AND INSIGHTS
1) Detection performance comparison: It is shown in Figure 5
that
e The detection performance of the proposed nonlin-
ear kernel FDA detector generally increases with the
training sample size L and, as described in [35], linear
equal coefficient combining (ECC) and linear FDA are
not affected by L because no training period is
needed.
e For a large L, the proposed kernel FDA detector yields
much better detection performance than the linear FDA
developed in [35] and the commonly used linear ECC
algorithm.
e The optimal LRT detector will certainly yield better
performance than the proposed kernel FDA. However,
considering that the optimal detector is infeasible to be
practically implemented, the proposed kernel FDA algo-
rithm can be a good alternative.
2) Computational complexity analysis:
e From (8) and (10), it is known that the time-complexity
of linear FDA is O(V3.), and the memory requirements are
O(NZ), where N is the number of SCs.
e From (14) and (15), it is seen that the time-complexity
of kernel FDA is O(L%), and the memory requirements
are O(L?). In practice, to obtain superior detection
performance, the number of training samples should
satisfy L > N in the proposed kernel FDA algorithm. In
summary, compared to linear FDA, nonlinear kernel FDA
can obtain significant detection performance improve-
ment at the expense of a much higher computational
complexity.
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APPLICATION 3: NONLINEAR SVM

FOR COVERAGE BOUNDARY DETECTION

In CRNs, besides the information about the presence of PRxs
at individual locations, we are also particularly interested in which
areas are covered by PTxs and which are not. The information on
the coverage boundary of PTxs is crucial for spatial spectrum
reuse between the primary network and the secondary network.
In this case study, the adaptivity and effectiveness of SVM for the
problem of coverage boundary detection will be demonstrated.

PROBLEM STATEMENT

Figure 6 presents an illustrative example of the problem. In this
example, there is a PTx and a ground-truth coverage boundary
between its covered and uncovered areas. Here we generalize the
problem proposed in [15] by considering a practical irregular
radio coverage model. The irregular shape of the ground-truth
boundary results from signal attenuation due to obstructions
such as buildings. Suppose that N spectrum sensors are uni-
formly distributed in a 2-D area A c R?. Equipped with an
energy detector, each spectrum sensor at location
li=(x, yi) € A ie{1,2,..., N} makes a binary declaration
h(l;) €{-1,1} on whether the location /i is covered (say
h(l;) =-1) by the PTx or not (say % (/;) = 1). Due to the hardware
constraints of the spectrum sensors and radio channel random-
ness, the declarations are generally not error free. We, however,
have no knowledge which declarations are correct. Based on the
declarations with potential errors, the objective is to find a
boundary function / with the minimal detection errors, i.e.,

minimize 2 1 brl) @A), (16)

where A(l;) € {—1,1} denotes the coverage state at location /;
determined by the boundary function (i.e., if f(Z;) = 1, Ar(l;) = 1;
else if £(l;) <1, hs(l;) =—1) and @ is a binary operator defined
as if Ar(li) =h(l), then Ar(l) ® A(l) = 0; else if Ar(l) # A,
then A27(l;) ® A(l;) = 1.

SVMs serve as a promising theoretical tool to provide an effi-
cient solution to (16). We start with the formulation of the prob-
lem using simple linear SVMs, and then extend to the design of
nonlinear classifiers by effectively kernelizing the linear SVMs. The
performance comparison between linear SVMs and kernel SVMs
will be provided later.

LINEAR SVM FORMULATION
Linear SVMs work for data that are linearly separable and hence,
may not work well for the problem considered here. Nonetheless,
it is the easiest algorithm to understand, and it serves as a perfor-
mance benchmark and forms the main building block for the
more complex SVMs. It exhibits the key features that characterize
this kind of learning machine, and its description is therefore cru-
cial for understanding the more advanced systems introduced later.
Linear SVMs attempt to find a separating hyperplane (cor-
responding to a linear coverage boundary in this problem)
(w,{)+b =0,/ A with the largest margin satisfying
constraints

Spectrum Sensor at
Location /;:= (x; )
Makes a Declaration
“Uncovered” h(/) = 1

Ground-Truth
Coverage Boundary

Ld
. ‘o@o o O o
e o Y L] oo o
°, *g 6 % o
L] o o o
L L] o
. . ° ° °
.
.@o 0o ® 8 o o
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Spectrum Sensor at
Location /; := (x; y)
Makes a Declaration
“Covered” h(l) = -1

Primary Receiver (PRx)

[FIG6] A generalized illustrative example of the problem of
coverage boundary detection proposed in [15]. The PRxs can be
located anywhere inside the PTx's coverage area. The solid dots
represent that the sensors make a declaration as “covered,” and
circle dots represent those making a declaration as “uncovered”
by the PTx. Circles inside the ground-truth coverage and solids
outside the ground-truth coverage are erroneous declarations.

w,liy+b =1, for h(l;) =1; {w, ;) +b < -1, for h(l;)) =-1.
(17)

The optimal separating hyperplane can be derived by solving
the following optimization problem [6]:

minirbnize %H wlf, subjectto Al)(w,L)+b)=1,1 € A.
b (18)

However, considering the erroneous input (declarations), an
appropriate regularization parameter C should be introduced
to consider the tradeoff between the maximization
of margin width and the penalty to the erroneous declara-
tions [7]

TR IR R
minimize [w]*+ CZ:I &
subjectto  A(L) (W, L) +b)>1—&;, &>0,Le A, (19)
where &; is a slack variable to consider the possibility of erroneous
declarations.
By introducing Lagrange multipliers o; > 0,7 € {1, 2, ..., N},

the dual form of the optimization problem in (19) can be
expressed as

N N N
maximize 3" a; 5 3. 3 ookl RN Lol )
weRT i i=1j=1

N
subjectto 0 < o; < C and > a;A(l) =0,vi €(1,2,..., N}.
i=1
(20)
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[FIG7] An implementation instance for coverage boundary
detection. The PTx is located at (20,150). The received signal
strength at the ground-truth boundary is assumed to be -70 dB.
The solid dots represent the sensors making a declaration as
“covered” by the PTx, and the circle dots represent those making
a declaration as “uncovered.”

The optimal solution o,7 € {1, 2, ..., N} to (20) can be found
by a quadratic programming (QP) slover [7] and for any location
[ € A, the decision function for the linear boundary can be
expressed as

) = sign (i

\yhere the threshold 4" can be obtained by averaging
b;=h()) _Z, L aih (L){1),1;) over all points with 0 < a; <
CJje{l,2.. N}

WAL +b'), 1)

NONLINEAR SVM FORMULATION

In practice, the ground-truth coverage boundary of the PTx is
nonlinear, and it can be in arbitrary irregular shape due to wireless
shadowing fading [37]. To effectively improve the results obtained
in the last subsection, a nonlinear function @ is first used to map
the original data in the input space X =R? onto a higher-
dimensional feature space F = R¥ i.e.,

O:l=@yeR — ()=

(®1(), @2(0), ..., Px(]) € R¥.

(22)

Specifically, in [15], the nonlinear coverage boundary in area
A is simplified as a circular arc, which is written as

filx—x0)’ + @ —yo)? =R%, (23)

where (xo, o) is the location of the PTx, (x, y) represents any
location lying on the coverage boundary, and Rs is the

coverage radius. The key issue in boundary detection then
becomes to find (xo, o) and R of minimal detection errors.
The simplified boundary function in (23) can be rewritten,
in the form of the separating hyperplane in the feature
space, as [15]

fow,®(0))+b=0, (24)
where w = (1, —2x0, —2y0), b =x} +y4 +R%, and a nonlinear
function is explicitly given as ® (/) = (x? + ¢, x, y), which is used
to map the data from the 2-D input space into a three-dimensional
feature space.

Thanks to the kernel trick, we can derive a more general non-
linear and irregular boundary function without knowing
the nonlinear mapping @ (/) explicitly. From a practical point of
view, to perform nonlinear SVM for coverage boundary detection,
the key idea is to replace the inner product operator in the linear
SVM with proper kernels

A 1)) — k(i 1):=(D(), D)), ViljeA (25

Consequently, the linear decision boundary function in (21)

can be extended to a more general nonlinear boundary function as

()—mgn(Za,

l

k(, 1) +b'), (26)

where o and b* can be obtained in a way similar as that intro-
duced in the last subsection.

MAIN RESULTS AND INSIGHTS:
Figure 7 illustrates the simulation scenario for coverage
boundary detection using linear SVM, nonlinear SVM with
quadratic kernel [15], and nonlinear SVM with polynomial
kernel (d = 5), respectively. All algorithms are implemented on
the basis of a powerful SVM MATLAB toolbox [36], where the
functions of kernel parameter selection are well integrated. It
appears that the boundary obtained from nonlinear SVM with
polynomial kernel performs the best in matching to the
ground-truth boundary, while the boundary obtained from lin-
ear SVM performs the worst.
1) Detection performance comparison: Figure 8 plots the
mean and standard deviation of error probabilities of
boundary detection for various SVM algorithms. It is
shown that, for different sensor densities, i) nonlinear
SVMs outperform linear SVM (in terms of lower average
error probabilities), and ii) the proposed nonlinear SVM
algorithm with polynomial kernel performs much better
than the nonlinear SVM with quadratic kernel developed
in [15], which has been designed for circular coverage
boundary.
2) Computational complexity analysis: The core of an SVM
is a quadratic programming (QP) problem as shown in
(20). The computational complexity of QP solvers is data-
set dependent, scaling between O(N?) and O(N?) [38],
where N denotes the number of training samples.
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ADDITIONAL APPLICATIONS AND FUTURE DIRECTIONS

In this article, we have provided an overview of the state-of-the
art methods and recent advances in applications of kernel-based
learning for statistical signal processing in CRNs. We have cov-
ered a set of representative works to present in this article. The
following topics under active research are also worth
mentioning.

m Kernel supervised/unsupervised learning for robust sig-

nal classification is a major research field. In our recent

work [16], the most common kernel supervised learning
method, SVMs, with nonlinear radial basis function (RBF)
kernel is used to identify legacy radios in a CRN by exploit-
ing multidimensional radio frequency fingerprinting.

Interestingly, in [39] unsupervised learning methods (both

KMC and self-organizing maps) are used to distinguish the

primary signal from the secondary signal in the absence of

training data, with one basic assumption that the signal
statistics used for classification are linearly separable.

Based on the recent theoretical advances in the kernel

KMC [20] and kernel self-organizing maps [40], this

assumption can be removed and improved classification

performance can be expected.

m Kernel online learning for spectrum occupancy prediction

is an interesting and important application. Spectrum mea-

surement studies (e.g., [41]) have shown that there exist signif-
icant correlations of spectrum occupancies in time, frequency,
and space, which facilitate the exploitation of benefits from
spectrum occupancy prediction [42]. Different from most
existing spectrum prediction algorithms (see the introduction

of [41]), “online learning with kernels” (e.g., [9] and [43]-[45])

provides sound theoretical tools for nonlinear, nonstationary,

high-dimensional, online time-series prediction.

Finally, we envision that the topic of this article is a fruitful
research direction, and we hope that this article, with interdisci-
plinary perspectives, will stimulate more interests in KBL theory
and its applications in the signal processing and communications
communities.
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