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Abstract— Spectrum sharing and aggregation among autho-
rized secondary users (A-SUs) are important tasks in operating
effective cognitive radio networks. Furthermore, in protecting
spectrum sharing/aggregation against unauthorized secondary
users (UA-SUs), secondary user access control (SUAC) is needed,
which is investigated in this paper. A jamming signal is injected
to degrade the spectrum sensing performance of UA-SUs,
while reliable spectrum sensing performance for A-SUs can be
achieved through an oblique projection-based jamming cancel-
lation method. An orthogonal frequency division multiplexing-
based transmission model is considered in this paper. The gener-
alized likelihood ratio test algorithm is used for both authorized
and unauthorized SUs in spectrum sensing. Numerical results
show the effectiveness of the proposed SUAC in degrading the
spectrum sensing performance of the unauthorized SUs.

Index Terms— Cognitive radio, jamming, OFDM, spectrum
sensing, access control.

I. INTRODUCTION

COGNITIVE radio (CR) technologies [1] have been
extensively studied to improve the spectrum utilization.

In CR networks, a spectrum band becomes available when
primary users (PUs) are not active in that band and secondary
users (SUs) are able to utilize the spectrum band or chan-
nel after performing spectrum sensing (i.e., identification of
white space). Therefore, spectrum sensing is a critical step
or task in CR [2], [3]. In [4], a generalized likelihood ratio
test (GLRT) based spectrum sensing approach was presented.
By using detection variables based on the eigen-decomposition
of the sampling covariance matrix, an eigenvalue-based spec-
trum sensing algorithm for CR was presented in [5]. It is
known that, with appropriate spectrum sensing algorithms,
SUs are able to effectively utilize spectrum white space in
CR networks.

However, due to the open and dynamic nature of CR
networks, especially under spectrum sharing and aggrega-
tion [6], [7], there can be significant security vulnerabilities
(e.g., primary user emulation (PUE) attack [8], most active
band (MAB) attack [9], and spectrum sensing data falsifica-
tion (SSDF) attack [10]). Notice that, in this paper, we focus
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on the issue of authorized secondary users (A-SUs) versus
unauthorized secondary users (UA-SUs) in spectrum access.
It is desirable for a spectrum owner or spectrum manager
to perform secondary user access control (SUAC), in which
A-SUs are permitted to utilize the spectrum white space while
UA-SUs are not allowed to use the spectrum. SUAC can
also be utilized when implementing resource management for
spectrum pricing [11], [12], priority control, etc.

Recently, a coordinated jamming and communications
(CJamCom) technique [13] was introduced to prevent enemy
users’ communications while maintain reliable communica-
tions performance for friendly users. Similarly, an SUAC
method is introduced in this paper to disrupt UA-SUs’ opera-
tion while achieve reliable spectrum sensing and transmission
performance for A-SUs. Specifically, a jamming signal is
injected by a PU, spectrum owner, or spectrum manager, to
suppress UA-SUs’ spectrum sensing capability. The jamming
features can be obtained by A-SUs only. Thus the A-SUs can
either suppress or eliminate the jamming signal when perform-
ing spectrum sensing, while UA-SUs will suffer significant
sensing performance degradation due to the jamming signal.

In a related research topic, physical layer security in
terms of information theoretic analysis has attracted con-
siderable attention [14]–[19]. In [15], a transmitter ensures
secret/reliable communications by producing an artificial noise
to degrade an eavesdropper’s channel. Reference [16] proposes
secure communications for one source-destination pair through
cooperative relays in the presence of multiple eavesdroppers.
The relationship between CR and secrecy communications
was presented in [17], in which an underlay transmission
scenario was considered. Reference [17] shows that, under
properly selected interference temperature constraints, the
optimal transmit covariance to maximize the achievable CR
spectrum sharing capacity is the same as the maximum secrecy
rate. In addition, physical layer security based CR designs have
been investigated recently [18].

This paper differs from the physical layer security based
transmission model [14]–[17], which guarantees secure trans-
missions by exploiting the physical characteristics of the
communication channel [16], while the proposed SUAC tech-
nique does not rely on any communication channel infor-
mation in designing the secret jamming signal. Notice that
this paper also differs from the CJamCom technique [13]
which addresses multiuser transmission scenarios and SUAC
is a single transmitter (PU) environment during spec-
trum sensing. In this paper, we consider an SUAC model
in an orthogonal frequency division multiplexing (OFDM)
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Fig. 1. Communications system model.

communication architecture [20]. At the transmission side
(a PU, spectrum owner, or spectrum manager), a multi-
tone jamming signal is generated and the jamming sequence
features can only be obtained by A-SUs. At the receiving
end, through the GLRT [21] technique and oblique projec-
tion [22], [23], A-SUs are able to achieve reliable spectrum
sensing performance, while UA-SUs suffer significant sensing
performance degradation.

The paper is organized as follows. In Section II, the
SUAC architecture and communications model are presented.
Section III presents the performance analysis of the GLRT
detector for both authorized and unauthorized SUs. Section IV
presents simulation results and related discussions. Finally,
conclusions are given in Section V.

Notation: Matrices/vectors are denoted as boldface
upper/lower letters; (·)T , (·)H , (·)−1 and (·)† represent
transpose, conjugate transpose, inverse and pseudo-inverse,
respectively; ∗ denotes Hadamard product and ⊗ is the
Kronecker product; diag (di ) denotes a diagonal matrix
with i th diagonal entry di . span (A) represents the subspace
spanned by the columns of matrix A.

II. SECONDARY USER ACCESS CONTROL AND

COMMUNICATIONS SYSTEM MODEL

A. Secondary User Access Control

The basic idea of the SUAC technique is illustrated in
Fig. 1. We consider that there are two types of SUs, A-SUs
and UA-SUs. At the transmission side, a spectrum owner
or PU deliberately generates a jamming signal which will
be transmitted together with the PU signal. At the receive
end, since A-SUs have the knowledge of the jamming sig-
nal (e.g., jamming pattern), with oblique projection [24] or
some other interference cancellation techniques, the jamming

signal can be either eliminated or suppressed. However, for
UA-SUs, even if they might know the existence of the jammer,
it is still difficult to eliminate or suppress the jamming signal
without any detailed information of the jamming pattern. With
SUAC, it ensures A-SUs’ spectrum sensing performance while
simultaneously degrades UA-SUs’ sensing performance.

B. Communications System Model

In this paper, we consider an OFDM communications
architecture in implementing cognitive radio with SUAC.
We investigate the OFDM performance under a flat Rayleigh
fading channel. Consider a baseband OFDM system with
Q subcarriers, among which there are P subcarriers mod-
ulated with user data. In the following analysis, denotes
p0 as the first modulated subcarrier index and p0 to p0 +
P − 1 subcarriers are used for data transmissions. Let
the kth block corresponding to the P × 1 PU data vector
be θ(k) = [θ0(k), θ1(k), · · · , θP−1(k)]T , where θi (k) are
i.i.d. random variables with zero mean and variance σ 2

θ .
Denote a Q × Q inverse fast Fourier transform (IFFT)

matrix FQ with the (i, j)th element as 1√
Q

e
j2π(i−1)( j−1)

Q .
The time domain signal vector after IFFT implementation
[x0(k), x1(k), · · · , xQ−1(k)]T = Fθ(k), where F is a Q × P
partial IFFT matrix

F = CQFQ

[
IP

0(Q−P)×P

]
Q×P

(1)

where CQ = diag

(
e

j2πp0i
Q

)
is a Q × Q diagonal matrix,

IP is a P × P identity matrix and 0(Q−P)×P is a (Q − P)× P
null matrix.

In order to mitigate inter-block interference (IBI), cyclic
prefix (CP) is inserted between successive symbols and the
CP length is D. After IFFT operation including inserting CP
between successive symbols, the signal can be expressed as

x(k) = [xQ−D(k), · · · , xQ−1(k), x0(k), x1(k), · · · , xQ−1(k)]T

=
[ [

0D×(Q−D), ID
]

F
F

]
︸ ︷︷ ︸

F̄

θ(k) = F̄θ(k) (2)

Due to the multipath effect, the resulting output signal
vector y(k) can be expressed as

y(k) = HF̄θ(k) + n(k) (3)

where H is a (Q + D − L) × (Q + D) Toeplitz matrix con-
structed from the channel vector h = [h0, h1, · · · , hL ]T and
can be expressed as

H =

⎡
⎢⎢⎢⎣

h0 · · · hL

h0 · · · hL
. . .

. . .

h0 · · · hL

⎤
⎥⎥⎥⎦ (4)

where L denotes the number of multipath components, and
n(k) is a background noise vector with a complex normal
distribution n(k) ∼ CN

(
0, σ 2

n I
)
, where σ 2

n is noise variance.



2868 IEEE JOURNAL ON SELECTED AREAS IN COMMUNICATIONS, VOL. 34, NO. 11, NOVEMBER 2016

Fig. 2. PU signal and jamming in OFDM.

Fig. 3. Illustration of a jamming pattern.

Denote an output signal vector of M blocks as yM = [y(k −
M + 1)T , y(k − M + 2)T , · · · , y(k)T ]T and we have

yM (k) =

⎡
⎢⎢⎢⎣

h0 · · · hL

h0 · · · hL
. . .

. . .

h0 · · · hL

⎤
⎥⎥⎥⎦

︸ ︷︷ ︸
H((Q+D)M−L)×((Q+D)M)

·

⎡
⎢⎢⎢⎣

F̄
F̄

. . .

F̄

⎤
⎥⎥⎥⎦

︸ ︷︷ ︸
F

⎡
⎢⎢⎢⎣

θ(k − M + 1)
θ(k − M + 2)

...
θ(k)

⎤
⎥⎥⎥⎦

︸ ︷︷ ︸
θ̃(k)

+

⎡
⎢⎢⎢⎣

n(k − M + 1)
n(k − M + 2)

...
n(k)

⎤
⎥⎥⎥⎦

︸ ︷︷ ︸
ñ(k)

= HF θ̃(k) + ñ(k) (5)

In the frequency domain, the spectrum of a PU signal and
a multi-tone jammer are illustrated in Fig. 2 and Fig. 3. The
entire band is divided into Q orthogonal subchannels and P
sub-channels modulated with the user data. The space between
adjacent subchannels is f0= 1

T , where T is the symbol interval.
The total bandwidth of Q sub-channels is Q f0. For the

multi-tone jammer, it generates a jamming signal with total
power PJ at multiple subchannels within P modulated sub-
channels (Fig. 2). During each symbol interval, the jammer
may hop or choose different subchannels to transmit (Fig. 3).
When considering the effect of multi-tone jamming, (3) can
be rewritten as

y(k) = HF̄θ(k)︸ ︷︷ ︸
signal part

+ HF̄J φ(k)︸ ︷︷ ︸
jamming part

+n(k) (6)

where φ(k) = [φ0(k), φ1(k), · · · , φP−1(k)]T represents the
kth block jamming data vector and φi (k) are i.i.d. random
variables with zero mean and variance σ 2

φ . The jamming matrix
F̄J can be expressed as

F̄J =
[ [

0D×(Q−D), ID
] · (F ∗ �)

F ∗ �

]
(Q+D)×P

(7)

where � is a Q × P dimension full rank jamming pattern
matrix and the (i, j)th element δi j equals to 1 or 0. δi j = 1
denotes that the jammer occupies j th subchannel in i th symbol
interval, otherwise, δi j = 0. This jamming pattern (δi j values)
is available only to the A-SUs. F∗� is the Hadamard product
of F and �. Then the output signal vector of M blocks can
be expressed as

yM (k) = HF θ̃(k) + H
(
F̄J ⊗ IM

)
︸ ︷︷ ︸

FJ

⎡
⎢⎢⎢⎣

φ(k − M + 1)
φ(k − M + 2)

...
φ(k)

⎤
⎥⎥⎥⎦

︸ ︷︷ ︸
φ̃(k)

+ñ(k)

= HF︸︷︷︸
A

θ̃(k) + HFJ︸︷︷︸
B

φ̃(k) + ñ(k) (8)

Matrices A and B ∈ C((Q+D)M−L)×P M and both have full
rank. In our SUAC design, it is required that the composite
matrix [A B] ∈ C((Q+D)M−L)×2P M has full column rank
which implies that A and B are disjoint or non-overlapping.
In order to meet this condition, a necessary condition is that
(Q + D − 2P) M − L ≥ 0 (Condition I) is required. Assume
Condition I is satisfied, the rank of [A B] is min{2P M, QM}.
Since matrix [A B] has full column rank (2P M), we have
2P M ≤ QM , which implies that 2P ≤ Q (Condition II). Both
Condition I and II are required in our SUAC design. Notice
that disjoint does not imply orthogonal and orthogonality is a
much stronger condition. In our design, we do not require that
A is orthogonal to B. Notice that there is added complexity
due to the jamming generation. The computational complexity
is determined/limited by jamming pattern matrix size, which
is related to the number of OFDM subcarriers.

III. OBLIQUE PROJECTION AND GLRT BASED

PU DETECTION APPROACH

In this section, we analyze a channel estimation approach
for both authorized and unauthorized SUs and a GLRT based
PU detection approach is introduced. In the following, we
will first review the oblique projection technique in matrix
theory [25], which will be used in the GLRT based detection.
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A. Oblique Projection

We review the equations related to a projection matrix. The
well known formula to construct an orthogonal projection with
range span (A) is PA = A

(
A H A

)−1 A H and the orthogonal
projection with range Null (A) is P⊥

A = I − PA . Typically
the orthogonal projection of y onto span ([A B]) is denoted as
PABy and PAB can be written as

PAB = [A B][[A B]H [A B]]−1[A B]H (9)

which can be decomposed with respect to signal subspace
span (A) and jamming subspace span (B) as

PAB = EAB + EBA (10)

where the orthogonal projection PAB is decomposed
into oblique projections EAB and EBA , with EAB =
A

(
A H P⊥

B A
)−1 A H P⊥

B and EBA = B
(
B H P⊥

A B
)−1 B H P⊥

A ,
respectively [25].

B. Channel Estimation for SU (A-SU and UA-SU)

In the SUAC communications model, by using the subspace-
based blind channel estimation algorithm [26], both authorized
and unauthorized SUs can achieve desired channel estima-
tion results. Notice that this is different from a physical
layer security transmission model, which relies on utilizing
communication channel characteristics to guarantee secure
transmissions.

From (8) we know that both matrix A and B contain the
channel matrix H . After collecting Ne output signal vector
yM (k), we have

Y = [yM(1), yM (2), · · · , yM (Ne)]
= [A B]

[
θ̃(1) θ̃(2) · · · θ̃(Ne)

φ̃(1) φ̃(2) · · · φ̃(Ne)

]

+ [̃n(1), ñ(2), · · · , ñ(Ne)] (11)

Take the singular value decomposition (SVD) on the
received signal matrix Y and we have

Y = [Us Un]
[

�s

�n

] [
UH

s
UH

n

]
(12)

where matrix Us ∈ C((Q+D)M−L)×P M spans the
signal subspace and matrix Un with the dimension
C((Q+D)M−L)×((Q+D−P)M−L) spans the noise subspace.
�s and �n are diagonal matrices consisting singular values
corresponding to Us and Un . Denote Un (i) as the i th column
of Un and, from the orthogonality between signal and noise
subspace, we have

Un (i)H · [A B] ≈ 0 (13)

Channel vector h can be estimated by using (12) [26],

ĥ = arg min
‖ĥ‖=1

(
ĥ∗)H

ĜĜ H
(

ĥ∗) (14)

Ĝ is the estimate of G and G = [G1, · · · , G(Q+D−P)M−L]. Gi

is given as

Gi =

⎡
⎢⎢⎢⎣

Un (i)T

Un (i)T

. . .

Un (i)T

⎤
⎥⎥⎥⎦

(L+1)×(Q+D)M

·[F FJ ] (15)

By carrying out SVD of matrix ĜĜ H , we have ĜĜ H =
UGVGUH

G and the diagonal matrix VG = diag[λ1, · · · , λL +1]
are in a descending order. The solution of this optimization
problem is achieved when ĥ∗ = UG[:, L + 1].

C. GLRT Based PU Detection Approach for A-SU

Considering a complex Gaussian model [4], the PU detec-
tion problem (spectrum sensing) for an A-SU is as follows,

H0 : yM ∼ CN [Bφ̃, σ 2
n I] (16)

H1 : yM ∼ CN [A θ̃ + Bφ̃, σ 2
n I] (17)

As indicated in (8), A is composed of a well known IFFT
matrix FQ and channel matrix H , while B contains � which is
only known by the A-SUs. GLRT decides H1 if the likelihood
ratio L (yM ) exceeds a threshold γ :

L (yM ) = p
(
yM ; θ̈, φ̈, H1

)
p

(
yM ; φ̈, H0

) > γ (18)

Since θ̈ (φ̈) is the maximum likelihood estimation (MLE)
of θ̃ (φ̃) under H1/H0, (18) can be written as

L (yM ) =
max
θ̃ ,φ̃

p
(
yM ; θ̃, φ̃, H1

)

max
φ̃

p
(
yM ; φ̃, H0

) > γ (19)

From [22], we have

lnL (yM ) = 1

σ 2
n

yH
M

(
P⊥

B − P⊥
AB

)
yM

= 1

σ 2
n

yH
MPP⊥

B AyM > lnγ (20)

The detector can be further written as

T (yM ) = yH
M PP⊥

B A yM > γ
′

(21)

which is χ2 distributed,

H0 : T (yM ) ∼ σ 2
n χ2

2P M (0) (22)

H1 : T (yM ) ∼ σ 2
n χ2

2P M

(
θ̃ H A H PP⊥

B AA θ̃
)

(23)

D. GLRT Based PU Detection Approach for UA-SU

Without knowing the jamming pattern matrix �,
a UA-SU is unable to obtain the corresponding
orthogonal/oblique projection operators (P⊥

B and PP⊥
B A ).

However, following [23], a UA-SU is able to use an
alternative approach to detect a PU signal.
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Assuming that PU signal vector θ̃ , jamming signal vector φ̃

and noise vector ñ are mutually independent, the output signal
covariance matrix RyM yM can be written as

RyM yM = ARθ̃ θ̃ A H + BRφ̃φ̃B H + σ 2
n I

= [A B]
[

Rθ̃ θ̃ 0
0 Rφ̃φ̃

] [
A H

B H

]
+ σ 2I

= SQSH + σ 2
n I

= RS + σ 2
n I (24)

where S = [A B], Q = diag{Rθ̃ θ̃ , Rφ̃φ̃} and RS = SQSH .
The pseudo-inverse of matrix S is [25]

S† = [A B]† =
[ (

A H P⊥
B A

)−1 A H P⊥
B(

B H P⊥
A B

)−1 B H P⊥
A

]
(25)

and the pseudo-inverse matrix of RS is

R†
S =

(
S†

)H
Q−1S† (26)

From (26), we have

R†
SA =

(
S†

)H
Q−1S†A

=
(

S†
)H

Q−1

[ (
A H P⊥

B A
)−1 A H P⊥

B(
B H P⊥

A B
)−1 B H P⊥

A

]
A

= P⊥
B A

(
A H P⊥

B A
)−1

R−1
θ̃ θ̃

(27)

Further,

PR†
SA = R†

SA
(

A H R†
SR†

SA
)−1

A H R†
S

= P⊥
B A

(
A H P⊥

B A
)−1

A H P⊥
B

= PP⊥
B A (28)

This concludes that PR†
SA = PP⊥

B A if signal vector θ̃ is

independent of jamming vector φ̃. Therefore, a detector for
the UA-SU can be written as

T (yM ) = yH
MPR†

SAyM (29)

and T (yM ) is χ2 distributed,

H0 : T (yM ) ∼ σ 2
n χ2

2P M (0) (30)

H1 : T (yM ) ∼ σ 2
n χ2

2P M

(
θ̃ H A H PR†

SHA θ̃
)

(31)

E. Performance Comparison Between Authorized and
Unauthorized SU

We use the deflection coefficient d2 [21], to evaluate the
detection performance of an A-SU and a UA-SU, which is
defined as

d2 = (E (T | H1) − E (T | H0))
2

Var (T | H0)
(32)

For the A-SU, from (22) and (23), we have

E (T | H1) = 2P M + θ̃ H A H PP⊥
B AA θ̃ (33)

E (T | H0) = 2P M (34)

Var (T | H0) = 4P M (35)

Fig. 4. A-SU and UA-SU’s channel RMSE versus SNR for different Ne ,
given JSR = 10 dB.

and the deflection coefficient for the A-SU is

d2
1 =

(
θ̃ H A H PP⊥

B A A θ̃
)2

4P
(36)

Similarly, the deflection coefficient for the UA-SU can be
found as

d2
2 =

(
θ̃ H A H PR†

SAA θ̃
)2

4P
(37)

and it is seen that the detection performance for authorized
and unauthorized SU will highly depend on PP⊥

B A and PR†
SA .

It can be shown that d2
1 is much larger than d2

2 if a UA-SU is
unable to obtain an accurate estimation of PP⊥

B A .

IV. SIMULATION RESULTS AND RELATED DISCUSSIONS

In this section, the simulation results of the proposed
SUAC method are presented. We consider an OFDM system
with binary phase shift keying (BPSK) modulation, given the
number of subcarriers Q = 15, the number of modulated
subcarriers P = 7, CP length D = 4, the number of multipath
components L = 3 and the number of blocks M = 2. Notice
that both Condition I ((Q + D − 2P) M ≥ L) and Condition
II (2P ≤ Q) are satisfied. Signal vector θ̃ and jamming vector
φ̃ are mutually independent. Signal to noise ratio (SNR) and
jamming to signal ratio (JSR) are defined as

SNR = 10log10

(
Pσ 2

θ

(Q + D) σ 2
n

)
(38)

JSR = 10log10

(
σ 2

φ

σ 2
θ

)
(39)

Fig. 4 presents A-SU and UA-SU’s channel estimation per-
formance versus SNR for different Ne values (Ne = 30, 100).
Normalized root mean square error (RMSE) is used to evaluate
channel estimation performance [26],

RMSE =
√√√√ 1

Nr (L + 1)

Nr∑
i=1

‖ ĥi − hi ‖2

‖ hi ‖2 (40)
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Fig. 5. Pf versus SNR given Pd = 99%, JSR = 10 dB, Nt = 30 and
Ne = 30.

where Nr denotes the number of simulation iterations and
i refers to i th simulation results. In our analysis, simulation
results are obtained with Nr = 200 runs and JSR = 10dB.
From Fig. 4, the following observations are made.

1) For both A-SU and UA-SU, the channel estimation
performance improves with increasing SNR.

2) Larger Ne leads to better channel estimation performance.
3) In general, A-SU’s channel estimation performance out-

performs UA-SU. Notice that the performance gap between
A-SU and UA-SU is insignificant since for A-SU, from (13),
we have Un (i)H · [A B] ≈ 0 and B includes jamming pattern
matrix � (7). � is a Q × P full rank matrix with elements
zero or one. For UA-SUs, without knowing jamming pattern
matrix �, they can generate arbitrary Q × P full rank matrix
�g with “0” and “1” as its elements, and Un (i)H · [A Bg] ≈ 0
can be obtained with Bg including guessed jamming pattern
matrix �g . This indicates that UA-SU can achieve good
channel estimation performance without knowing jamming
pattern matrix �.

In the following figures, we will present SUAC perfor-
mance results. Notice that, in cognitive radio networks, two
important performance measures are primary user detection
probability (Pd ) and false alarm probability (Pf ). Typically,
system designs should ensure that Pd is very high (e.g., Pd ≥
90% under −21 dB for PU SNR [27]) to avoid significant
interference to PUs. Also, P f should be very low so that SUs
are able to find and utilize vacant spectrum more efficiently.
In our SUAC designs, both A-SU and UA-SU should meet a
requirement of high Pd to avoid interference to PUs. However,
for Pf , we have different requirements for A-SU and UA-SU.
For A-SU, Pf should be very low so that A-SU is able to find
and utilize vacant spectrum efficiently. For UA-SU, on the
other hand, Pf should be high to prevent UA-SU use of the
vacant spectrum, which is the objective of SUAC. Therefore,
in the following figures, we compare Pf performance of
A-SU versus UA-SU given that Pd is relatively high
(e.g., 90%, 99%).

Fig. 5 presents the false alarm probability versus SNR given
Pd = 99%, JSR = 10 dB and Ne = 30. In the simulation

Fig. 6. Pf versus SNR for different Nt , given Pd = 99%, JSR = 10 dB
and perfect channel state information.

results, three different types of SUs are considered: A-SU,
UA-SU without training and UA-SU with training.

For an A-SU, the detector presented in (21) is implemented.
For a UA-SU without training, SU uses the same detector
presented in (21) without knowing accurate B. For a UA-SU
with training, the detector shown in (29) is implemented and
RyM yM is calculated as follows,

RyM yM ≈ 1

Nt
YNt Y

H
Nt

(41)

where YNt = [yM (1), yM(2), · · · , yM (Nt )]. In Fig. 4, simu-
lation results are given with Nt = 30. Both perfect channel
estimation and estimated channel with Ne = 30 are consid-
ered for authorized and unauthorized SUs (with or without
training). From the simulation results, we have the following
observations.

1) For both authorized and unauthorized SUs, P f perfor-
mance improves with an increasing SNR value.

2) In order to achieve the same Pf performance,
higher SNR is needed when using estimated channel
information.

3) There is a significant performance gap between autho-
rized and unauthorized SUs. For instance, when SNR = 1 dB
and considering estimated channel information, Pf of an
A-SU equals to 0.7% while P f of a UA-SU with training
equals to approximately 80% and a UA-SU without training
equals to more than 90%. This demonstrates that SUAC is an
effective method in spectrum access control.

Fig. 6 presents the false alarm probability versus SNR,
given Pd = 99%, JSR = 10 dB and perfect channel state
information, for various UA-SU detection training size Nt .
From the figure, we have the following observations. 1) The
detection performance varies from the worst to the best in the
following order: UA-SU without training, UA-SU with training
and A-SU.

2) Considering UA-SU with training, the detection perfor-
mance improves with increasing Nt .

Fig. 7 presents the false alarm probability versus SNR, given
Nt = 30, JSR = 10 dB and perfect channel state information,
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Fig. 7. P f versus SNR for different Pd , given Nt = 30, JSR = 10 dB and
perfect channel state information.

Fig. 8. Pf versus SNR for different JSR, given Pd = 99%, Nt = 30 and
perfect channel state information.

for various detection probability Pd . From the figure, we have
the following observations.

1) The detection performance varies from the worst to the
best in the following order: UA-SU without training, UA-SU
with training and A-SU.

2) In order to achieve the same Pf performance, larger SNR
is needed when Pd is higher.

Fig. 8 presents the false alarm probability versus SNR, given
Nt = 30, Pd = 99% and perfect channel state information,
for various JSR. From the figure, we have the following
observations.

1) The detection performance varies from the worst to the
best in the following order: UA-SU without training, UA-SU
with training and A-SU.

2) Considering UA-SU with and without training, the
detection performance degrades with increasing JSR, which
achieves the objective of SUAC. However, extra power con-
sumption incurs due to jamming.

3) For A-SU, the detection performance does not depend
on JSR values due to jamming cancellation.

V. CONCLUSIONS

In this paper, we have investigated an SUAC technique
considering an OFDM communication architecture. For both
authorized and unauthorized SUs, the GLRT based algo-
rithm is used for PU detection (spectrum sensing). With the
knowledge/information of the jamming sequence features and
applying the oblique projection technique, A-SUs are able to
achieve reliable sensing performance. However, the sensing
performance of UA-SUs are significantly degraded due to the
jamming signal.
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